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Eduroam elterjedtség — csak Europa-2015
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Eduroam elterjedtség — csak Magyarorszag-2015 I

e Hamarosan tobb mint 300 eduroam SP
helyszin - kész csak nincsen az eduroam
adatbazisba felvéve

= ~ 300 Sulinetes iskola

a NIIF altal menedzselt eduroam SP (AP) és eduroam
IdP (Radius+felhasznaloi adatbazis)

o Intézmeény felelos a felhasznalodi adatbazis
frissentartasaért - felhasznald menedzsment a
dashboardba integralva - témeges felhasznald
kezeléssel -> edulD - (FeaaS)

a Fellgyelt Wifi + edulD szolgaltatas

e Hamarosan tovabbi ~ 1000 helyszin
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Eduroam elterjedtség — csak Magyarors-

e Hamarosan tébb mirs
adatbazisba felveéve

= ~ 300 Sulinetes iskol
o NIIF altal menedzselt
IdP (Radius+felhaszncpmmm
o Intézmény felelOs a fe
frissentartasaéert - fel |
dashboardba integralva - témeges felhasznald
kezeléssel -> edulD - (FeaaS)

o Feligyelt Wifi + edulD szolgaltatas

e Hamarosan tovabbi ~ 1000 helyszin
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Eduroam fejlesztések — eduroam CAT

e Egyszer jol be kell allitani, utana mukodik
= Milyen CA? EAP? szervertanusitvany?

e Megoldas: eduroam CAT
= Egyszerusitett automatikus kliens installacio

= Intézmeény specifikus informaciok elérhetok
(logd, AUP, stb.)

= Alairt installer
e http://cat.eduroam.org

e Magyaritas kliens oldalon kész
e 13 intézmeény a 34 eduroam tagbol
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Eduroam fejlesztések — eduroam CAT

e Egyszer jol be kell allitani, utana mukodik

CAT was recently upgraded to version 1.1.1 Please report any issues to the mailing list cat-users@geant.net

Welcome to eduroam CAT

eduroam Configuration Assistant Tool etiuroam
View this page in Bbarapcku Catala Cedtina Deutsch English(GB) Espafiol Francais Galego Hrvatski Italiano Norsk Polski Sloveniéina Srpski Suomi EAAnvikd Magyar Portuqués Slovenéina Start page

About eduroam

About eduroam
CAT

Terms of use
FAQ
Report a problem

Become a CAT
developer

eduroam admin:
manage your IdP

aon Profiles o T v, 0nm

eduroam installation made easy: ol

Apple OS X

eduroam
University of

S edureiam

Custom built for your home institution

Digitally signed by the organisation that

coordinates eduroam: TERENA

eduroam user:

download your eduroam installer
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eduroamCAT — Android tamogatas

eduroam CAT: Configuration Assistance Tool

= Felhasznalo letdlti az IdP-re jellemz6 specialis
konfiguralo eszkozt

Play Store

e Probléma: Android Play Store alkalmazas modell

= Android alkalmazasokat csak valamilyen alkalmazas
boltbol lehet egyszerlien telepiteni

= Alkalmazas bolt (Play Store), de nem volna célszer(
ezernyi hasonlo alkalmazas

= Egy eduroam CAT app amely testre szabhato minden
IdP-re
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Eduroam CAT — Android tamogatas /2

: EAPConfig file

= Szabvanyositott formatum EAP konfiguracids
informaciok teritésére

= JETF Internet Draft, GEANT SENSE OpenCall
= XML formatum, amelyet az app detektal és feldolgoz
e EAPConfig tartalmazza:
o IdP informaciok (tanusitvany etc)
o EAP metddus informaciok
o Helpdesk / tdmogatasi informacidk

e App - Andorid 4.3+

https://play.google.com/store/apps/details?id=uk.ac.swansea.eduroamcat

« Android - csak akkor biztonsagos, ha
privat CA-t hasznal az IdP
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Eduroam CAT — Android tamogatas /3

L ® o4 B1103

(war eduroamCAT :

INSTALL PROFILES STATUS

eciu roam

Current device configuration:
Found SSID "eduroam" with CCMP/TKIP

Anon ID=anonymous@swansea.ac.uk

User ID=testuser@swansea.ac.uk

EAP Method=PEAP with Phase2:MSCHAPv2
CA Certificate OK

Server Subject Match=.swan.ac.uk

COCCC(C

Username: testuser@swansea.ac.uk

Password:

Installing a profile will replace any
existing eduroam settings

eduroam valtozasok HBONE WS2015



eduroamCAT — Windows tamogatas

e \Windows XP - kikerult!

e Windows Vista és Windows 7 nem
tamogatja az EAP/TTLS-t
= Korabban a CAT-ben SecureW2 - GPL valtozat
a Jogi problémak
= Arneslink — GPL
a Jelenleg sajnos tartalmaz SecureW?2 kodot (<20%)

o Kovetkezo valtozat — mikor?
e \Windows Phone 8.x - csak akkor
biztonsagos, ha privat CA-t hasznal az IdP
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Ellenorzo eszkozok

e EAPIlab - nttps://eaplab.supplicants.net

= GEANT projekt SENSE OpenCall
eredmeénye

= EAP teszt kbrnyezet eszk6z0k,
supplicant tesztelésére

e eduroam CAT (1.1) RADIUS

tesztek

= eduroam CAT adminisztracios
interfészének része

= Alapvet0 radius szerver
konfiguracids hibakat képes jelezni
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EAPIlab

Configuration variants:

These variants will allow you to test the supplicant behaviour when something unexpected od badly configured happens.

® default configuration (more info) (device test comments)

O immediate Access-Reject (more info) (device test comments)

O Access-Reject after EAP conversation (default CA) (more info) (device test comments)

O No reply (more info) (device test comments)
O No EAP match (more info) (device test comments)

) default CA, correct name in the subject, no subjectAltName (more info) (device test comments)

O default CA, different name in the subject, no subjectAltName (more info) (device test comments)

O default CA, different name in the subject, correct name in subjectAltName (more info) (device test comments)

O default CA, correct name in ths sh'\e::t, different name in subjectAltName (more info) (device test comments)
R;gx Name, subject empty (more info) (device test comments)

O default CA, correct name in subje

ault CA, different name in subctAItName, subject empty (more info) (device test comments)

erver sending root CA cert (more info) (device test comments)
O server cert signed with SHA-1 (more info) (device test comments)

(6 6 (e @ @ e

() certificate from another CA (more info) (device test comments)

« one proxy server at the front

« server routes packets to back-end servers

« routing is realm-based and is directed by the UI and the
EAPlab database
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CAT RADIUS tests — test through the eduroam infrastructure

e connhection tests are
run from the
eduroam rOOt Realm testing for: umk.pl

servers
| DNS checks I Static connectivity tests ] Dynamic connectivity tests T Live login tests _
« fake user credentials

a re U S e d ~STATIC connectivity tests

This check sends a request for the realm through various entry points of the eduroam infrastructure. The request will
contain the 'Operator-Name' attribute, and will be larger than 1500 Bytes to catch two common configuration

- problems.
L4 S e rve r- p rov I d e d Since we don't have actual credentials for the realm, we can't authenticate successfully - so the expected outcome is to
. f t . . | get an Access-Reject after having gone through an EAP conversation.
I n OI:- . a IO n 4 a I n y Testing from: eduroamTL dk
Ce rt I fl Ca te Connected to radius1.umk.pl.
elapsed time: 1356 ms.
I n fo rm a tl O n I S Test partially successful: a bidirectional RADIUS conversation with multiple round-trips was carried out, and
ended in an Access-Reject as planned. Some properties of the connection attempt were sub-optimal; the listis
studied and
. The certificate chain includes the root CA certificate. This does not serve any useful purpose but
CO m a re d a a I n St inflates the packet exchange, possibly leading to more round-trips and thus slower authentication.
p show server certificate details»
t h e CA I p ro I | e Testing from: eduroamTL nl
Connected to radius1.umk.pl.

Setti n g S elapsed time: 1585 ms.

Test partially successful: a bidirectional RADIUS conversation with multiple round-trips was carried out, and
ended in an Access-Reject as planned. Some properties of the connection attempt were sub-optimal; the listis

« many certificate
imperfections can be e o U e
show server certificate details»
spotted
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Eduroam, TLS 1.2 és egyebek

e Miaza TLS 1.27?
= RFC5246
oTLS 1.1 + MD5/SHA1 -> SHA256
o Jobb hash és alairasi algoritmus valasztas
o AES GCM és CCM mad titkositas és javitott CBC mod

o Kliensek haladnak a korral — megkovetelik a TLS
1.2-0t
= wpa_supplicant2.4 - default beallitas - Linux
= Android 6.0 (Marshmallow)

= JOS 9 beta és OS X El Captain beta - a végleges mar
nem

= Windows 10 phone?
e IOS 9 megkoveteli a >1024 DH kulcsot

eduroam valtozasok HBONE WS2015



Eduroam és TLS 1.2 !

e Miért baj, ha eros a biztonsag?
= A radius IdP-nek is tamogatnia kell a TLS 1.2-0t!

o FreeRADIUS2
- <2.2.6 - nincsen TLS1.2 egyeztetés -> tamogatas
- 2.2.6 and 2.2.7 - van TLS1.2 egyeztetés de nincsen
tamogatas
- 2.2.9 vagy 2.2.10 (openssl 1.0.2) - jol mikodo
o FreeRADIUS3
- <3.0.6 - nincsen TLS1.2 egyeztetés -> tamogatas
- 3.0.6 - 3.0.9 - van TLS1.2 egyeztetés de nincsen tamogatas
- 3.0.10 vagy 3.0.10 (openssl 1.0.2) - jol m(ikodd

o Microsoft NPS

- https://technet.microsoft.com/en-us/library/security/
2977292.aspx and
https://support.microsoft.com/en-us/kb/2977292
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Kéerdesek? eduroam@niif.hu

AR eduroam



