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Threat Landscape
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“Information Security is Becoming
a Big Data Problem”

by Neil MacDonald, VP & Gartner Fellow

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



« Néehany szo az eiméletrdl

« M| a rossz oldalon

« MI technoldgiak a jo
) oldalon
Témak » File vizsgélat és

osztalyozas

« Bzt a domaint mire fogjak
hasznalni?

* [smerjuk fel a malware-t,
visszatitkositas nelkul

) 2019 co and/or its affiliates. All rights reserved. Cisco Public



Nehany szo az elméletrol



LAMIg van esélyunk megerten,
hogyan mukodik az Ml erdemes
lenne megkiserelni megerteni!”

Acs Gyorgy

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Mibdl all a mesterseges intelligencia”
- Adat Algoritmus/Software

twython
import time

Nagy széamitési kapacitas (tanitas)

APP_KEY :T"
ApP_SECRE
OAUTH—TOKE“ [T

e

puitte’

Prediction, classification, pattern discovery .{: eea;(n

R

“Feature” - "lényegkiemelt parameéeterek”, Az adat kritikus : "DATA IS KING”
Rossz adat -> rossz vegeredmeny, “sok” adat kell j6 veégeredmeényhez,
adattisztitas szukseges

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Gépi tanulas

- Tipusok: A
- Supervised L. (fellgyelt t.)
- Unsupervised Learning X
- Reinforcement L. (megerdsitéses t.) © 0
- Deep Learning

Xx X
X

A 4

- Lépések:
- Feature” kivalasztas
- Tanitas (cimkézett adat)

, o Supervised
- Becslés - Prediction P

© 2019 Cisco an
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Supervised Learning - Felugyelt tanulas

- Osztélyozas (classification):
csoportok hozzarendelése az Uj
adathoz az el6z0 adatok alapjan

- Regresszid: a bementi adatbdl Yy hiba
"elbrejelzi” az “y” ertekeket a X >;/
korabbi adatok alapjan X

X X

- Minden adatnak feature-ei vannak
(x1, x2, ..xn) és cimkéje (v,

kimenet) y=WHEXO

- A training adat: az adat cimkéje

ismert . . T X
Linear Regression

(pl.: mennyit érne a hazam?)




Supervised Learning - Felugyelt tanulas

- Tipusai: " 7w YHa k=3, akkor piros,
- Linear Regression . m * |ha k=5, akkor kék
. Logistic Regression (2 kimenet .

lehet (malware/nem malware),
ol.sjoy) / S

- K-Nearest Neighbor (KNN)

- Support Vector Machine (SVM) w)

- Decision trees and random forests LAY
(dontési fat épit a valtozokbol) I

. Es még sok

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Unsupervised Learning - Felugyelet nelkuli tanulas
Cimkézetlen adatok vannak csak!

- Klaszterezés:

- az adatok csoportositasa hasonldsag vagy ‘
kilonbség alapjan X2

- Kapcsolatok:

- keressunk szabalyokat, amik leirjak az
adatokat.

. “Aki PC-t vesz, vesz memoriat is.”

v

X T

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Unsupervised Learning - Felugyelet nelkuli tanulas
Cimkézetlen adatok vannak csak!

- Pl.: K-means (k-kozép) :

- Probaljuk meg "k” csoportra osztani az
adatokat
- Algoritmus:

- Valasszunk ki “k” random pontot kozéppontként

- Adjuk meg az 0sszes pontra a kozelség alapjan
melyik kozépponthoz tartozik

. Kozpontok frissitése csoporton belul
- Ismételje addig, amig a centrumok nem valtoznak

X2

v

X T

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Elon Musk & e R
Delonmusk Follow

OpenAl first ever to defeat world's best
players in competitive eSports. Vastly more
complex than traditional board games like

chess & Go.

5:15 PM - 11 Aug 2017
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Reinforcement Learning - Megerdsitéses tanulas

- A vilag “felfedezése”, a cselekvések “jutalmazasa”
adott P —

r

. Véletlenszer(l lépésekkel kezdddik, minden Lo

|épésnél a jutalom eltaroldsa (lehet +/-, a
“karakter” meghalt)

- Hozzunk létre eqgy stratégiat, amely magasabb
jutalmat eredményez

- Folytassuk a stratégia javitasat "sok” tapasztalattal

- Példak: AlphaGo, OpenAl; magukkal tobb ezer
jatékot jatszottak, amig meg nem tanultak egy
olyan strategiat, amely kozel “tokéletes” a komplex
jatékokban

Ve
e
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https.//repl.it/@GyvorgvAcs/CartPole

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



https://repl.it/@GyorgyAcs/CartPole

Deep Learning

- A legmodernebb a gépi tanulas

- Leginkabb felugyelt tanulashoz
hasonlit

- Neurdlis haldzatokat hasznél (az
els® alkalmazas: agyi neuronok
modellezésére)

- Bonyolultabb
- TObb adatra van szukség

- TObb idot igényel a tanitas

- Kép-, beszeédfelismerés

- Natural Language Processing
- Machine translation (Deepl)

. Onvezet§ autok

- Stb.

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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. go-vncdriver: TigerVNC (53bd6ecbe158)
vmware-tools- A
distrib

hd

¥ ——

®® @ Terminal File Edit View Search Terminal Help
tep': 50422}
Iniver xIOMII [2018-03-25 08:23:00,964] [EnvPlayer] Over past 1.82s, sent 61 reward messages
to agent: reward=-1.0 reward_min=-1.0 reward_max=0.0 done=False info={'ale.lives': @, 'gym-core.s
tep': 50483}
Iniv e-xIOMID-( [2018-03-25 ©8:23:01,965] [EnvPlayer] Over past 1.00s, sent 60 reward messages
to agent: reward=-1.0 reward_min=-1.0 reward_max=0.0 done=False info={'ale.lives': @, 'gym-core.s
tep': 50543}
Iniverse =] [2018-03-25 08:23:02,447] RESET CAUSE: Resetting since done=True
Inive OM9I [2018-03-25 08:23:02,447] [EnvStatus] Changing env_state: running (env_1id=gym-
core.PongDeterministic-v@) -> resetting (env_id=gym-core.PongDeterministic-v@) (episode id: 54->55
, fps=60)
in ; 9D - ( [2018-03-25 08:23:02,450] [env] Running automatic env.reset()
Iniv - XIOMID-( [2018-03-25 08:23:02,450] [EnvPlayer] Over past 0.49s, sent 29 reward messages
to agent: reward=-1.0 reward min=-1.0 reward _max=0.0 done=True info={'ale.lives': @, 'gym-core.st
ep': 50572}
quniv E 9D - ( [2018-03-25 08:23:02,451] [EnvPlayer] Ending previous episode: episode reward=
-19.0 episode count=1058 episode duration=17.64
Iniver 9D-( [2018-03-25 08:23:02,477] [EnvStatus] Changing env_state: resetting (env_id=gy
m-core.PongDeterministic-v@) -> running (env_id=gym-core.PongDeterministic-v@) (episode id: 55->55
, Tps=60)

v

9D-( [2018-03-25 08:23:03,457] [EnvPlayer] Over past 1.01s, sent 54 reward messages
to agent: reward=0.0 reward min=0.0 reward max=0.0 done=False info={'ale.lives': @, 'gym-core.ste
E‘: 50626}
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Malware gyartas Ml-val

Security

Al quickly cooks malware that AV Bot vs. Bot:

software can't spot Evading Machine Learning
Experiment used Elon Musk's OpenAl framework - MCI ware Detec’rion

no wonder he's so down on Al

By lain Thomson in San Francisco 31 Jul 2017 at 07:02 38() SHAREY ]

DEF CON Machine-learning tools can create custom malware that
defeats antivirus software.

In a keynote demonstration at the DEF CON hacking convention Hyrum
Anderson, technical director of data science at security shop Endgame, Hyrum Anderson

showed off research that his company had done in adapting Elon Musk’s N rrinecripnecn g aunyn (=] mmymnenon black hat
OpenAl framework to the task of creating malware that security engines LISA 2017
can’t spot.

https://www.theregister.co.uk/2017/07/31/ai_defeats_antivirus_software/

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Atari jatekok helyett malware

reward

environment

\. state

>

agent

action

Kornyezet:

« Fallabda jaték tobb téglasorral

» Vezérlés: jobbra, balra vagy marad
« Téglalebontédsa a cél

“‘Agent”:

 Bemenet : képpont pixelek

« Kimenet: akcio (balra, jobbra)
Tanulas: tobb 1000 jaték

Hova kellene lepni?
https://gym.openai.com/envs/Breakout-v0

https://www.blackhat.com/docs/us-17/thursday/us-17-Anderson-Bot-Vs-Bot-Evading-Machine-Learning-Malware-Detection.pdf

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://gym.openai.com/envs/Breakout-v0

Atari jatekok helyett malware

\.

environment

—

anti-malware malware
sample
| reward
action
state agent

Kornyezet:

 Malware minta, Windows PE header

* Mutacio: Uj belépési pont, Uj section,
véletlen importok, byte-ok, stb.

“‘Agent”:

« Bemenet : malware byte-ok

« Kimenet: akcio (sztochasztikus)

Jutalom: az AV riport szerint tiszta a file

https://www.blackhat.com/docs/us-17/thursday/us-17-Anderson-Bot-Vs-Bot-Evading-Machine-Learning-Malware-Detection.pdf

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



File vizsgalat es osztalyozas



AMP, Advanced Malware Protection
Vedelmi rendszer : Spero motor

- SPERO = Machine Learning using active heuristics

O ——
Data

Feature Vectors
DI ——> >
Data

System environment
export, keyboard API
hook, DLL loaded,...

— R0

Clean
Unknown
Malware

I




Védelmi rendszer : Spero vizsgalati motor

- AMP cimkék = a végrehajtas soran kapott jellemzdk

- Halozati ka pcsolato k7 Machine Learning Decision Tree
- Nem szabvanyos protokoll —alkalmazas Confirmed
. . , malware
- Hooking? Milyen API-kat hasznal? - Nt
- Filerendszer véltoztatas? @ canic
. ) i Confirmed
- Masolja magat malware

- File-ok mozgatésa @ confirmed
, i L, clean file
- Mas processzek inditasa?

- TObb, mint 400 jellemzdt elemez - azonositja a malware-t

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



] attributes
Josoljuk meg, hogy I O N

DOmI ng - e fOClZﬂ | I D1 napos magas gyen. Nem

Tanitd mintak: D2 napos magas erés Nem

- Nehez igy atlatni D3 borult magas gvyen. Igen

) _ 9 lgen /5 Nem »

- ,0szd meg és uralkodj” D4 eso magas gven. | lgen

- VAgjuk részhalmazokra D5 esd normal gyen. | lgen

,Tiszta” halmaz? (Csak igen vagy nem) e €50 AL eros I

- Haigen : &ll D7 borult normal erés lgen

. Hanem : ismételd D8 napos magas gyen. Nem

D9 napos normal gyen. lgen

. N,ezzuk, hogy az Uj adat melyik D10 | os5 ormal aven. gen
részhalmazba esik ; -

D11 napos normal erés lgen

D12 borult magas erés lgen

D13 borult normal gyen. lgen

D14 est magas erés Nem

UJ adat: D15 | es8 magas gyen. 272

httpS://WWW.VOUtUbe.Com/WatCh?V:eKDquPPeYO © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



https://www.youtube.com/watch?v=eKD5gxPPeY0

91gen/5 Nem

idgj.
borult
D3 borult magas gyen. lgen .
eso
D7 borult normal erds lgen
magas D13 | borult normal gyen. lgen D4 esd magas gyen. lgen
magas _ 4 |gen / O Nem D5 esd normal gyen. Igen
ol Tiszta részhalmaz D6 | est normal erés Nem
normal D10 | esd normal gyen. Igen
D14 | es6 magas erds Nem
2 1gen/ 3 Nem
Osszuk tovabb 3 |gen / 2 Nem

Osszuk tovabb

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



91gen/5 Nem

id6;.
borult
l D3 borult magas gyen. lgen .
D7 borult normal erés Igen ©80
D12 | borult magas erés lgen

D13 | borult normal gyen. lgen magas
4 |gen / 0 Nem D5 esd normal lgen
Tiszta részhalmaz D6 | es6 normal Nem
magas gyen. normal gyen. lgen D14 | es6 magas Nem

D2 magas erés Nem D11 normal erés lgen

3 1lgen/2 Nem

D8 magas en. Nem ,
J al Osszuk tovabb

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



napos

91gen/5 Nem

id6;.

borult

borult magas gyen. lgen

borult normal erés Igen

D12 | borult magas erés lgen

D13 | borult normal gyen. lgen
4 1gen/ 0 Nem

tiszta részhalmaz

D1 magas gyen. Nem D9 normal gyen. lgen
D2 magas erés Nem D11 normal erés lgen
D8 magas gyen. Nem

y74

€S0

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

D4 esd magas lgen D6 esd normal Nem
D5 esd normal lgen D14 | es6 magas Nem
D10 | esd normal Igen




Nem

2/3

Igen

91gen/5 Nem

id6j.

borult

Igen

Uj adat:

3/ 2

esd

0/ 2

Nem

D15

esd magas

gyen.

Igen

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public




Random Forests
menjunk a véletlen erdobe!



Nttps://colab.research.goog
e.com/drive/1Th811s2qow3
a857uHNB30jofcWE-bh|C_

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public






A kibertamadasok elemzése

® ® ®
O Felderités és o Az elsO aldozat O A tamadas kiterjed
infrastruktura kiépités . .
megjeler”k O Nagy mennyiség( aldozat
O Doma_in re_gisztr_éci(’), P,
ASN intelligencia O Szignaturat fejlesztenek

O Az eredmények alapjan
monitorozas

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Malware
C2 Callbacks
Phishing

100-140 milliard napi kérés

Minden kommunikacio
a DNS-sel kezdédik

NGFW
Netflow file vizsgalat proxy-val

Proxy [
R
d

Sandbox Router/UTM Minden eszkoz (loT)

hasznalja

\Y; \Y, \Y; I\,
Port fuggetlen

BRANCH ROAMING
2

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public




Statisztikai
modellek

2M+ live events per second
11B+ historical events

100-140B queries per day

3 million new domains every day

DO O O O
Q O O O C
O O O O O
Q O O O C
5 0O O O O
O O O O C

Kornyezet miatt blnos o

= Co-occurrence model

» |P Geo-Location model . A b(inds mintakat mutat

= Spike rank model

= Secure rank model
= Sender rank model = Natural Language
Processing rank model

= Live DGA Prediction

Kapcsolatok miatt blnos .
= Predictive IP Space Modeling

(% I %

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



/saroloprogram esettanulmany
O *.7asel7[.]Jtop

© 185.101.218.206 +———

Domain — IP
Association

IP — Domain IP — Sample
Association Association

} }

Q 1,000+ Q 600+
DGA domains Threat Grid files

ccerberhhyed5frqa[.]8211fr[.]top SHA256:0c9¢328eb66672¢e
f1b84475258b4999d6df008

O 91.223.89.201

IP — Network _AS 197569_

Association

A Locky és Cerber ugyanazt az infrastruktdrat hasznalja

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Zsa O | O, p rog rarm esetta Nu | M a, N Amint a domain-t regisztraltak a

veszélyes kategoériaba kertilt, DGA

detektor algoritmus segitségével

% DGA JUL 14 JUL 21
— Q) jbrktgnxkimuf].]info o\
Umbrella S total

— 1 Network — Domain A domain regisztracidja

Association

el6tt veszélyt erzékelt.

??C DGA JUL 18 -4 DAYS JUL 22 AUG 21
— © mhrbuvcvhjakbisd[.]xyz )\

LOCKY Umbrella DOMAIN  »3 total
REGISTERED

A statisztikus modellek azonositottak és blokkoltak a DGA algoritmus altal generalt 2 domaint,

j6 néhany nappal azelbtt, hogy regisztraltak.



Ismerjuk fel a malware-t, visszatitkositas
nélkul



Titkositas mindenhol

Chrome will start marking
all HTTP sites as not
secure in July

2019 Cisco and/or its affiliates. All rights reserved. Cisco Public




A problema: titkositott malware forgalom

Telephelyek g~ Internet

- A TLS hasznalata tobbségben van mar (nem baj!)
- A mintailleszteses eljarasok NEM hatékonyak

- MITM problémak

- "Privacy”, jogi, megvaldsitasi, ,draga”, nem egyuttmudkodo kliensek, cert
pinning, ...

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



A “jellemzOk” : Enhanced NetFlow és intelligencia

Sequence of Packet Threat

Initial Data Packet Lengths and Times Intelligence Map

Make the most of the Identify the content type through
unencrypted fields

Who’s who of the Internet’s

the size and timing of packets dark side

JopesH d
JopesH doL

\\\

TLS Header
TLS version
SNI (Server Name)

Ciphersuites

| Certificate

i Organization

Data exfiltration

Broad behavioral information about the

Self-Signed certificate
servers on the Internet.

) O

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public




Initial Data Packet, IDP, TLS 1.2

Client Server

=5

Client Hello/ supported /\
cipher suites d

__Server Hello / chosen cipher suite /
key share / Certificate &signature

Client Key share / \4'/ }
finished - P Sequence of Packet Lengths, Times, and Types
T~
_ finished
~
< Application Data S
~ T

(HTTP GET, for example)

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



TLS 1.3

Client Server
. 2018. marcius 21-én hagytak jova

. Szamos biztonsagi és gyorsitasi fejlesztés :;

- nem biztonsagos regi protokollok, SHAT, Client Hello, supported
DES, MD5, ... elhagyasa cipher suites, key share

- two-trip helyett one-trip, s6t, zero-trip
(emlékszik a kapcsolatra), gyorsabb

v

Server Hello / chosen
cipher suite / key share

N\

kapcsolatfelépités = Certificate & signature, finished
- Szerver tanusitvany is titkositott Finished -
. — . HTTP GET -
- Bongészdék elkezdték tdmogatni (Chrome,
Firefox) < HTTP
Answer

- Az ETA (eddig) gond nélkul kezeli

- A tanusitvany infé6 mégis begyldjthetd aktiv
monitorozassal és a CTA/GTA adatbazisa
tartalmazza, + SPLT

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Sequence of Packet Lengths and Times (SPLT)

- Az alkalmazas/felhasznald viselkedesi mintajat irja le

© - | .

/ C2 Message
Auto complete Data Exfiltration

Initial page load Page refresh

Google Search Self-Signed Certificate
Bestafera (banking keylogger, adatlopo)

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Adatgyujtés

API, tobb milliard flow

Malware

Training/

Storage

Metadata

Packet
lengths
TLS
DNS
HTTP

https://github.com/cisco/joy

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Encrypted Traffic Analytics overview

~
[ ]

NetFlow

Encrypted malware
telemetry and
crypto audit
telemetry

e

Stealthwatch
+ ISE

| Metadata .«

Stealthwatch
Flow
collector(s)

Global

Threat
Analytics

:
:
.

AFFECTED USERS BY RISK

I

=
o
0
|

©0060eeae|

1073210
1c(10))

Cisco’s unique
hardware and
software architecture

Encrypted Traffic Analytics from

(.10

Enhanced NetFlow with

Cisco’s newest routers and
switches

Stealthwatch enhanced
analytics and machine
learning reduces
threat investigation time

Global-to-local
knowledge correlation results in
higher precision
of threat findings

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Stealthwatch Enterprise Learning Engines

Stealthwatch “On Box” Global / Cognitive Analytics
+  Behavioural Analysis Cloud Hosted
Anomaly detection through statistical learning Multi-layer Machine Learning
Unsupervised Learning Engine Anomaly detection through statistical learning
User Defined Behaviour Analysis Supervised Learning Engine
Malware classification

Top Alarming Hosts
Cognitive Threat Analytics

CATEGORY

(o [ Re
o+ [ Ex

AFFECTED USERS BY RISK

Stealthwatch Enterprise

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



'E'.'s'é'c;' Stealthwatch a A

Monitor Analyze Jobs

Security Insight Dashboard | Inside Hosts

Alarming Hosts @ =

Concern Index Recon Exploitation DDoS Target Data Hoarding Exfiltration Policy Violati ly

21 124 14 2 4 T 4 T
N [T bl . B  F 19 |

HOST CATEGORY
1500
10.201.3.149 & [pH [re] ] } 106t
= ——
10.10.30.11 &= AN | s 1000
mm b 609 609 620 603 639 Suspect Data Hoardin... Host Lock Violation: 38
10.201.3.18 g 500 - 492 Exploitation: 7 High Volume Em
g — == == == == = : —
10.201.0.23 = DH | “ il R T . o
. . . . . - - Data Hoardi... Mail Rejects...
209.182.184.2 ¢ m 0 T e e e e e High Tota...
10.201.0.15 & 3 62 272 282 13 23 33 483 — New Flo...
Host Lock Violation = High Tr...
10.150.1.200 mmmm @ .CSE: Unauthorized DHCP Server Recon: 1... ‘\ .
L Alarm Type (1028) Packet Flood High Co...

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Titkositasi adatok az 0sszes haldzati kapcsolatban

'.':'.'s'é'c;' Stealthwatch

Dashboards

Monitor

Flow Search Results (8,196)

Subject:

START

> Apr20,2017
12:05:48 PM

> Apr 20, 2017
11:58:48 AM

>  Apr20,2017
11:48:48 AM

> Apr 20, 2017
11:34:48 AM

> Apr20,2017
11:14:48 AM

> Apr20,2017
10:46:48 AM

> Apr20,2017
10:06:48 AM

>  Apr20,2017
9:10:48 AM

> Apr20,2017
7:51:48 AM

>  Apr20,2017
7:40:12 AM

DURATION

2m 11s

6m 11s

9m 11s

13m 11s

19m 11s

27m 11s

39m 11s

55m 11s

1h 18m

11s

10m 47s

CONNECTION

APPLICATION

HTTPS
(unclassified)

HTTPS
(unclassified)

HTTPS
(unclassified)

HTTPS
(unclassified)

HTTPS
(unclassified)

HTTPS
(unclassified)

HTTPS
(unclassified)

HTTPS
(unclassified)

HTTPS
(unclassified)

BYTES

132.61K

309.67K

444.16K

626.72K

871.41K

1.21M

1.73M

2.39M

2.85M

503.88K

.
s

100% Complete Delete Search

Configure

Manage Columns Filter Results

ENCRYPTION ENCRYPTION KEY ENCRYPTION ALGORITHM ENCRYPTION ENCRYPTION PEER IP PEER PEER

TLS/SSL VERSION EXCHANGE AND KEY LENGTH AUTHENTICATION MAC ADDRESS PORT/PROTOCOL HOST

ALGORITHM GROUPS

RSA_128 RSA AES_128_CBC 10.0.40.10 ¢ 443/TCP Catch All

RSA_128 RSA AES_128_CBC 10.0.40.10 ¢ 443/TCP Catch All  216.14K

RSA_128 AES_128_CBC 10.0.40.10 443/TCP Catch Al 309.55K

RSA_128 AES_128_CBC 10.0.40.10 ¢ 443/TCP Catch All  437.98K

RSA_128 AES_128_CBC 10.0.40.10 443/TCP Catch Al 606.05K

RSA_128 AES_128_CBC 10.0.40.10 ¢ 443/TCP Catch All

RSA_128 AES_128_CBC 10.0.40.10 ¢ 443/TCP Catch All

RSA_128 AES_128_CBC 10.0.40.10 ¢ 443/TCP Catch All

RSA_128 AES_128_CBC 10.0.40.10 ¢ 443/TCP Catch All

RSA_128 AES_128_CBC 10.0.40.10 ¢ 443/TCP Catch Al 351.75K



Encrypted Traffic Analytics
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Cognitive Threat Analytics

hannelore.meuser
201.177.212.19
A Dec9 O 28days

© REOCCURRING

malicious hitp

& REMEDIATED

© INVESTIGATING

(8)7

o heavy uploader
@ dropbox.com

B onomalous htp
0 Information stealer
# COCHO1

h cie url
Spam tracking
3 CSPMO2

(5]

* NEW

FTP (unda..,

ICMP

Undefined...

Undefined...

HTTP (uncl...

FTP (undla..,

ICMP

Undefined...
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HTTP (uncl...
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IcmMP

1388

9928

549.07KB
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1388
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DASHBOARD CONFIRMED DETECTED

MALWARE & AFFECTING

© OCCURRENCE
100% confidence, in #CWNCO01 dusti.hilton 7 days
% NEW / TRIAGE () 10.201.3.51 () Apr 9 - Apr 16
& Add notes...
ACTIVITIES AND FLOWS SEVERITY FILTER: () (6) Hide related
Activities (1 out of 3) Domains (1 out of 6) IPs (1 out of 6) Autonomous systems (1 out of 5) Time
g @ malicious host @- iugerfsodpifiaposdfjhgosurijffaewrwerg... (83%) —@- ? — - asmc 104.17.41.137——— @ Cloudflare Inc -
UPLOAD DOWNLOAD REQUESTS DURATION USER AGENTS NO REFERRER HTTP
1.6 KiB 1.2KiB 1 1 second 0 100% 0
Filter O Ok
TYPE TIMESTAMP % CLIENT # CLIENTF CLIENTL SERVERIP ¢+ SEF®# NETWO|I URL +# DUR/+ PASSIVEDNSH( CLIEN CLIEN SERVI SERVE
N Apr 16, 2018 00:06:09 GMT+02:00 10.201.3.51 49476 49481 5] Qsmc 104.17.41.137 80 TCP 1s iugerfsodp9ifjaposc 1628 712 5
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TOR kapcsolatok

POSSIBLY UNWANTED APPLICATION TorR

95% confidence
% NEW / TRIAGE (=)

# Add notes...

ACTIVITIES AND FLOWS

Activities (12)

8 Q tor relay

G O tor relay

G O tor relay

G Q tor relay

e QO tor relay

Domains (38)

0 163.172.157.213

0 193.11.114.45

O 193.23.244.244

O *.seul.org (33%)

O 5kqci.com

O bakunin.gtor.org (53%)

O datenspeicher.info2intel.com (100%)
O faravahar.redteam.net (73%)
O gjutcdgsaaaSawmkn.com

O hiokbyvm.com

O httdigh645jsckyfmgl.com

O kd5drxqgx5n3m.com

O longclaw.riseup.net (71%)

O mcftn36adyq7gur3sjdt.com

O mvyznz6nxsentdSbsbdwo.com

IPs (20)

o=
(o, |
(o}, |
ol
o=
(o} |

O =

Q sMc

Qsmc

QsmMc

QsMc

QsMc

QsMc

QsMc

& AFFECTING © OCCURRENCE
unknown username 2 days
192.168.120.115 (=) Dec 4 - today

SEVERITY FILTER: (6] Show related
showing level 6
Autonomous systems (16)
1931111445 O SUNET SUNET Swedish University Network
128.31.0.34

O Massachusetts Institute of Technology
192.187.124.98

O DataShack, LC
163.172.157.213

178.16.208.57 O Online S.a.s.

154.35.175.225 O SITAB Infrastruktur

178.62.197.82
O Rethem Hosting LLC

193.23.244.244
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Cryptomining!

POSSIBLY UNWANTED APPLICATION CRYPTOMINING
95% confidence
& NEW/TRIAGE &

# Add notes...

ACTIVITIES AND FLOWS

Activities (14 out of 53) Domains (3 out of 59) 1Ps (10 out of 64)

@ cryptomining

O persistent cryptomining
O cryptomining \' om
O cryptomining Qs *_poolminergate.com (100%) o
O cryptomining

o=
O cryptomining
O persistent cryptomining o
O aaw xmr.pool.minergate.com (58%)
O persistent cryptomining om
O cryptomining
o™

O cryptomining

ini oM™
O cryptomining O QaMP fen-xmr.pool.minergate com (59%)
O persistent cryptomining om
O cryptomining

O cryptomining om

Qawe  Qsuc
QaMP  Qsuc

QaMP  Qsuc

QAP  Qswc

Qame  Qsuc
Qamp  QsMC
QAMP  Qsmc

Qawe  Qsuc

& AFFECTING
darrin
3 IP addresses @

SEVERITY FILTER:
Autonomous systems (1 out of 30)

176.0.47.243
78.46.23.253
94.130.48.154
94.130.64.225
130.243.88.14\
Hetzner Online GmbH
136.243.94.27
136.243.102.157
176.9.0.80
138.201.60.198

138.201.124.177

(71615

© OCCURRENCE

6 days
Feb 22 - Feb 27

Show related

Time

sy | 'shep ¢
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Az M| seqgithet

- A kiberblnozdk nem fognak moralis kérdést
csinalni az MI-bdl

- Csak "emberi er6forrassal” nem lehet lépést
tartani a nagyszamu malware aradattal

- Ml-val hatékonyabb felderités, megelbzes
lehetseges

malware file felismereés, DNS forgalom,

titkositott forgalomban,

HTTP logok, NetFlow informaciok
feldolgozasa

. Uj megkozelitéseket is adhat (DeepMind go
példa)

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Oj ‘i:

’

KOsSzonom



