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REST API vs GraphQL



Agenda

1 REST API – emlékeztető, összefoglaló

2 Mire is jó ez?

3 GraphQL API – talán valami új :) 



REST API



REST API

• API framework built on HTTP

• REpresentational State Transfer (REST)

• Uses HTTP methods: GET, POST, PUT, DELETE 

• One URL endpoint per resource 

• Can use HTTP error codes: e.g. 200, 201, 400, 403, 404, 500

• Independence of client and server 

• Cacheable



How it works ?
REST Restful Request to API

Contains JSON Payload

JSON Response
{

"version": "v1.0.0",
"metadata": {

"links": {
"self": "https://api.amp.cisco.com/v1/version"

}
},
"data": {}

}

{"windows_policy_guid":"89912c9e-8dbd-4c2b-a1d8-dee8a0c2bb29"}

PATCH /v1/groups/b077d6bc-bbdf-42f7-8838-a06053fbd98a



• Standardized format for passing data as text.

• JavaScript Object Notation

• JSON is just text!

• Store data in a easy to access and organized 
object

{
"ietf-interfaces:interface": {
"name": "GigabitEthernet2",
"description": "Wide Area Network",
"enabled": true,
"ietf-ip:ipv4": {
"address": [
{
"ip":"172.16.0.2",
"netmask":"255.255.255.0"

}
]

}
}

}

What is JSON?



Dealing with API is dealing with

The API Endpoint

REST Verbs

Variables to pass

Authentication

Error Code Management



The API Endpoint

https:// { device Management IP } /api/com/v5 /object/networks

{host} {base URL}

{API version}

{api_path}

/{object_id}
api_url =



• Parameters
• Details to scope, filter, or clarify a 

request. Often optional.

Query Parameters ( ex : GET Method )

https://maps.googleapis.com/maps/api/geocode/json?address=sanjose&limit=10

Server or Host Resource Parameters



{
"ietf-interfaces:interface": {
"name": "GigabitEthernet2",
"description": "Wide Area Network",
"enabled": true,
"ietf-ip:ipv4": {
"address": [
{
"ip":"172.16.0.2",
"netmask":"255.255.255.0"

}
]

}
}

}

{
'ietf-interfaces:interface': {
'name’: 'GigabitEthernet2’,
'description’: 'Wide Area Network’,
'enabled’: True,
'ietf-ip:ipv4': {
'address': [
{
'ip':'172.16.0.2’,
'netmask':'255.255.255.0’,

},
],

},
},

}

JSON Syntax vs. Python Syntax

JSON Python



• curl 
• Linux command line application

• Postman
• API testing application and framework

• Requests 
• Python library for scripting

• OpenAPI/Swagger
• Dynamic API Documentation

Many Options for Working with REST APIs



Postman



In the API Documentation ( API explorer )



Swagger

Download



API definition in JSON



Upload



Collections 
(Saved API Calls)

URIVerb

Environment 
(Variables)

Status Code

Response

Postman Overview



import requests

url = "https://10.1.1.1/api/fmc_config/v1/domain/e276abec-
e0f2-11e3-8169-6c9ed49c62ff/devices/devicerecords"

payload={}
headers = {
'Accept': 'application/json',
'X-auth-access-token': 'c9acab7a-a57a-4b67-acbc-b7f07539fcc3'
}

response = requests.request("GET", url, headers=headers, 
data=payload)

print(response.text)





To be or not to be -> Bulk OR NOT Bulk?
[Ömlesztett]
• https://github.com/Gyuri1/FMC_bulk_demo





Mire is jó ez?
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REST API vs GraphQL in Cisco Security Products

• REST API: ALL, 
- Identity Services Engine, Secure Endpoint 
- Secure Firewall, FMC, CDO 
- Secure Network Analytics (  network anomaly detector)
- Secure Malware Analytics (~ sandbox)
- Secure Email, Web, Duo, SecureX
- …

• GraphQL:
- CDO
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Orbital, https://orbital.amp.cisco.com/help/api/
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Do You remember these domains? J
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• https://github.com/AmnestyTech/investigations/blob/master/2021-07-
18_nso/v4_domains.txt

Pegasus
https://www.amnesty.org/en/documents/doc10/4487/2021/en/
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• https://github.com/Gyuri1/UMBRELLA_ROAMING_DEVICE_RENAME/blob/
master/umb-roaming.py

Rename Umbrella Roaming
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AMP4E
Identify the Rogue 

endpoints where malware 
has executed 

AMP4E
Quarantine/Isolate these 
endpoints to contain the 

known threats

Threat Grid
Gather intel on the SHA’s 

from AMP to collect 
intelligence

Umbrella Investigate
Gather intel on the 

Domains from Threat 
Grid

Umbrella Enforcement
Block the malicious 

domain, risky or 
unknown to stop the C2

Threat Response
Find sightings where 

malicious file has been 
executed. Quarantine the 
endpoints to contain the 
threat (AMP4E module).

Threat Investigation & Response Automation Workflow
SHA256

DOMAIN

DOMAIN

Computer
Hostname/
IP Address

SHA256



GraphQL API
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GraphQL

• Application layer query language

• Open sourced by Facebook in 2015

• Can be used with any type of database

• Get multiple resources in a single request

• Ability to ask for exactly what you need and nothing more

GraphQL != Database
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GraphQL vs Database

{
user(id:"100"){
name
email
posts {

title

}
}

}

The Query:
{

"user" : {
"id": "100",
"name": "Joe",
"email": "joe@gmail.com" ,
"posts": [

{"title": "hi Joe!"  },
{"title": "hi John!" }

] 
}

}

The Data:
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GraphQL Types

• GraphQL APIs are organized in terms of types and fields

Type Query {
user : User

}

Type User {
name : String
age : Int
friends: [User]

}
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GraphiQL Tool

• Interactive GUI, IDE

• Runs in a browser

• Syntax highlighting

• Error reporting

• Automation and hinting

https://graphiql-test.netlify.app/?query=%7B%0A%20person%20%7B%0A%20%20%20name%0A%20%20%20age%0A%20%7D%0A%7D
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Queries an API, not a database

Query

Mutation
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Where is the graph?
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• !  : manadatory elements

• [] : Type

• Basic types:
• ID, Int, String, Float, Boolean

Type of an object

Type User {
id : ID!
name : String!
age: Int!
height: Float!
isMarried: Boolean
friends: [User]

}
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Query
{

country(code: "HU") {
name
native
capital
emoji
currency
languages {

code
name

}
}

}

Query delimiters

Object You want to get 
with a filter

Fields You want to get
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https://github.com/trevorblades/countries
https://countries.trevorblades.com/

https://github.com/trevorblades/countries
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Filter "countries" based on "continent"



REST vs Graph
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REST vs Graph

• One Endpoint

• Overfetching / underfetching

/user

/policy

/identity

/object

/graphql
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Data Fetching with REST：

• With a REST API, you would typically gather 
the data by accessing multiple endpoints.

• In the example, these could 
be /users/<id> endpoint to fetch the initial 
user data.

• Secondly, there’s likely to be 
a /users/<id>/postsendpoint that returns all 
the posts for a user. 

• The third endpoint will then be 
the /users/<id>/followers that returns a list of 
followers per user.
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DATA Fetching with GRAPHQL:

• In GraphQL on the other 
hand, you’d simply send a 
single query to the GraphQL
server that includes the 
concrete data requirements. 

• The server then responds 
with a JSON object where 
these requirements are 
fulfilled.
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References

• https://countries.trevorblades.com/

• https://nainacodes.com/blog/intro-to-graphql-and-react-with-
typescript

• https://blog.graphqleditor.com/best-graphql-apis-to-play-with

• https://graphql.org/code/#python

• https://medium.com/paypal-tech/graphql-resolvers-best-
practices-cd36fdbcef55
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https://nainacodes.com/blog/intro-to-graphql-and-react-with-typescript
https://blog.graphqleditor.com/best-graphql-apis-to-play-with
https://graphql.org/code/
https://medium.com/paypal-tech/graphql-resolvers-best-practices-cd36fdbcef55


Köszönöm!


