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What is Cilium/Isovalent
Enterprise




Kubernetes - The Emerging Standard To Deploy All Applications

A Hybrid and Multi-Cloud Infrastructure Layer Supporting Both Modern & Legacy Workloads

kubernetes
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Isovalent Enterprise Platform
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ldentity-based Security for Network Policy
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Expanded to Multi-Cluster Networklng & Security

Securely Connect Kubernetes clusters together 1 @

© 2025 Cisco and/or its affiliates. All rights reserved.

Cluster A

Service Discovery & Load Balancing

Identity Aware Security & Network Policy

Observability

Encryption

Pod IP Routing & Overlay Networking

Cluster B
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Isovalent Load Balancer

A modern L3-L7 Load Balancer with Native Kubernetes Capabilities

] N
8-

sovalent
Load Balancer

dWS 3 A\ Azure 0

Networking Network Security

* Container Networking * Network Policy L3-L7
* L3-L4 Load Balancing * Encryption

* Standalone LB * SIEM Integration

e Multi-Cluster
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Grafana

Network Observability

* Flow Logs
* Metrics
* Troubleshooting
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Nexus NXOS Fabric Design
with Cilium Enterprise




Isovalent

Enterprise Platform - Networking with CNI
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Container Network Interface

Simplified
- Each Kubernetes node has one node
e o o I e o o ] IP
- One or more ranges of IP addresses
10.13.0.10 10.13.0.11 - One or more service networks shared

by the cluster

% Kubernetes
Node

Service Network
10.233.0.0/18
50.10.10.0/24

Kubernetes @
Node
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Fabric Underlay to Cilium CNI
Deployment Models
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Native IP Routing - Cilium . _
Software Overlay using BGP Peering to Fabric Cilium CNI BGP peers with

EVPN/VXLAN Fabric
Cilium’s CNI No EVPN/VXLAN N
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Software Overlay Using Cilium’s CNI

e

Software Overlay using
Cilium’s CNI
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Software Overlay using Cilium’s CNI

« The Network is just an underlay, carries only Host/Node IP information (looks like any other server)
 Abstraction of network visibility (No network awareness of software overlays or NAT)

 Need an External Load Balancer for the service exposure

Tunnel or NAT
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Use the load balancer to
expose the External IPs

e
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Native IP Routing - Cilium BGP Peering

to Fabric
RFC 7938 - BGP for Routing in Large-Scale Data Centers

CeH

~
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Native IP Routing - Cilium
BGP Peering to Fabric

No EVPN/VXLAN
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BGP Network on IP Fabric

» Scalable approach, the leaf switches become Route-Reflector Route-Server

» Data is transported with the original headers

iBGP
» AS-per-Rack Design
eBGP
 Exclusively for IP Fabric (RFC 7938 - BGP for Routing in Large-Scale Data Centers)
--------------------------- ASN 65400
A GEE ASN 65003 \}
| ) e =
i i E Fabric Border i
] ] :\ Gateways ,;
ot |
[ 50 ..,.\ — :
; ppp— ; = =

~ -7
____________________________________
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BGP Network on IP Fabric

Cilium CNI peers with switches

« HSRP/VRRP is used for gateway redundancy

» Each Kubernetes Node peers with the Primary SVI IP
of the redundant switches

« The POD Networks and External IPs (e.g., load
balancer, egress gateway, api gateway or node IPs)
are advertised into the fabric

* Only specific Service Networks are advertised to the
Fabric - in this example we show 70.7.7.0/24 being
advertised

© 2025 Cisco and/or its affiliates. All rights reserved.

iBGP
SVI: 10.10.0.252/24 SVI: 10.10.0.253/24
VIP/HSRP: 10.10.0.254
e |:@:|..._|
% :'0
NODE Ip: (@ "— - —% ] NODE IP:
10.10.0.1 R 10.10.0.2
POD Network Service Network POD Network
10.111.22.0/24 10.111.0.0/18 10.111.24.0/24

70.7.7.0/24
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BGP Network on IP Fabric

Cilium CNI peers with switches

ToR Configs
interface Vlanleol
ip address 10.10.0.252/24

no shutdown

vrf member vrf-TenantA

hsrp 10

ip 10.10.0.254
priority 101

end
!
Router bgp 65002
template peer Cilium_K8s_TenantA
remote-as 65002
update-source loopbackl@@l
ebgp-multihop 5
address—family ipv4 unicast
as—override
vrf-tenantA
neighbor 10.10.0.1

inherit peer Cilium_K8s_TenantA

address-family ipv4 unicast
neighbor 10.10.0.2

inherit peer Cilium_K8s_TenantA

address-family ipv4 unicast

vrf

4
4

7
7

/

’
’

R
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apiVersion: isovalent.com/vlalphal

kind: IsovalentBGPClusterConfig
metadata:
name: cilium-bgp

spec:
bgpInstances:
- name: "instance-65002"

localASN: 65002
peers:
- name: "leafl@l"
peerASN: 65002
peerAddress: 10.10.0.252
peerConfigRef:
name: "cilium-peer"
- name: "leaf102"
peerASN: 65002
peerAddress: 10.10.0.253
peerConfigRef:
name: "cilium-peer"

e e,

o o

-
-

N,
\

i ASN 65002
SVI: 10.10.0.252/24 , \ SVI: 10.10.0.253/24
A \ A
VIP/HSRP: 10.10.0.254
: > |... —_ F_{:)¥_L/.. —_ | :
| = :
v &y ¥
NODE IP: 1 NODE IP:
10.10.0.1 10.10.0.2

POD Network
10.111.22.0/24

POD Network
10.111.24.0/24

Service Network
10.111.0.0/18
70.7.7.0/24

___________________________________________________________________
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Exposing Services in Kubernetes with Cilium

Note on "externalTrafficPolicy”

External Traffic Policy Denotes if this Service desires to route external traffic to node -local or cluster-wide
endpoints.
» externalTrafficPolicy == Cluster

» Pros: Overall good load-balance between pods

» Cons: Potential second hop which will bring additional latency

» externalTrafficPolicy == Local
* Pros: Avoid the second hop, source IP is preserved
» Cons: Potentially imbalanced workload spreading
» Use nexthop unchanged to overcome

» Pods can be spread evenly with topologySpreadConstraints

*Note: Ingress Controller (e.g., Load balancer, API gateway, etc.) must be External Traffic Policy aware

© 2025 Cisco and/or its affiliates. All rights reserved. 19 cisco



BGP Network on IP Fabric R

_________________________________________________________

______________________________________________________________

Service Traffic w/out bestpath command ’ ’

! 70.7.7.100, ubest/mbest: 2/0 E

! *via 10.5.0.21, [20/0], 2d10h, bgp-65400, external, tag 65001 ]

. ! *via 10.5.0.29, [20/0], 2d10h, bgp-65400, external, tag 65001 !

External Service IP: e ]
70.7.7.100/32

ASN 65003 |
=' . : : |
i E i i i Fabric Border i
i ! i E =\ Gateways [
i . ® .
| _e%e. _efe. || %52 _efe _ i
i 500 iy 000 —uiy Pl ......_ -.,.‘ — I
: ppp— — P — — ! - —T=
TTmmmmmesmmmmemsssomemssoooesTh esssosesssosesssosenseeee https://70.7.7.100

e
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BGP Network on IP Fabric "t v s v

g ’
JRR ~
Service Traffic with bestpath command e \:
| *via 10.5.0.21, [20/0], 2d10h, bgp-65400, external, tag 65001 ;
. ! *via 10.5.0.29, [20/0], 2d10h, bgp-65400, external, tag 65001 ]
External Service IP: ! *via 10.5.0.37, [20/0], 2d10h, bgp-65400, external, tag 65002 ;
:\ *via 10.5.0.45, [20/0], 2d 10h, bgp-65400, external, tag 65002 ::

70.7.7.100/32 U R R .

ASN 65003 |

Fabric Border
Gateways

_______________

]
1
1
1
1
1
1
1
1
1
1
1

https://70.7.7.100

e
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BGP Network on IP Fabric "t v s v

_________________________________________________________

Service Traffic with bestpath command 1) Iee R LY )

*via 10.5.0.21, [20/0], 2d10h, bgp-65400, external, tag 65001
*via 10.5.0.29, [20/0], 2d10h, bgp-65400, external, tag 65001
*via 10.5.0.37, [20/0], 2d10h, bgp-65400, external, tag 65002
*via 10.5.0.45, [20/0], 2d 10h, bgp-65400, external, tag 65002

External Service IP;:
70.7.7.100/32

B

externalTrafficPolicy: Cluster

Fabric Border
Gateways

___________________

https://70.7.7.100

e
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BGP Network on IP Fabric "t v s v

_________________________________________________________

_____________________________________________________________

Service Traffic with bestpath command - )

|
1
i *via 10.5.0.21, [20/0], 2d10h, bgp-65400, external, tag 65001
I *via 10.5.0.29, [20/0], 2d10h, bgp-65400, external, tag 65001

External Service IP: e . @
70.7.7.100/32

externalTrafficPolicy: Local

Fabric Border
Gateways

__________________

https://70.7.7.100
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BGP Network on IP Fabric "t v s v

_________________________________________________________

Service Traffic with bestpath command AP >

[ 70.7.7.100, ubest/mbest: 4/0 )
| *via 10.5.0.21, [20/0], 2d10h, bgp-65400, external, tag 65001 ]
. . I *via 10.5.0.29, [20/0], 2d 10h, bgp-65400, external, tag 65001 ]
External Service IP: ! *via 10.5.0.37, [20/0], 2d10h, bgp-65400, external, tag 65002 ]
70.7.7.100/32 :\ *via 10.5.0.45, [20/0], 2d 10h, bgp-65400, external, tag 65002 ,: @
externalTrafficPolicy: Local .. .. External Service Pod

Fabric Border
Gateways

__________________

https://70.7.7.100

e
© 2025 Cisco and/or its affiliates. All rights reserved. 24 cisco



BGP Network on IP Fabric I S

_____________________________________________

____________________________________________________________

Service Traffic with bestpath command 4 \

! 70.7.7.100, ubest/mbest: 3/0 ‘:
I *via10.10.0.1, [20/0], 2d10h, bgp-65400, external, tag 65001 !
) I *via 10.10.0.2, [20/0], 2d 10h, bgp-65400, external, tag 65001 ]
External Service IP: ! *via 10.20.0.2, [20/0], 2d 10h, bgp-65400, external, tag 65002 )
70.7.7.100/32 ' ;
externalTrafficPolicy: Local romeree PN N 1= e o T —— e
1
1 —_— - ——_—-—— __ D —— 1 g -
PRI, ] — - P 5 Service Traffic
I route-map k8s-svc-ip-unchange permit 10 R ! A = == T~ [
: match ip address prefix-list k8s-svc-ip ] ! - —_ o e — R A
: set ip next-hop unchanged i IS Welght— 1 = =~
! set path-selection multipaths advertise \:\‘ pECEEE PR e e / --------- 2 SS <
{_Joute map kSs sve-ip-unchange permit 1000 ™ \eight=2
_____________ S o s N s s e e
ASN 65001 ASN 65002 :, ASN 65003
,' 1 kY 1 ) 1
:, |_,:@:| [ Ce—] . LR ; — | i
1
: ) b ) i ] Fabric Border |
[ , - / ! ! abric Border |
i I P ! i \ Gateways 1
1 1 1 \, J
: i e 7 G Gl R
1 1 1 1
1 1 :
: : : [ ) Y 1
: L ) oo : =
1 [ [ ) p— K ={ - i L s
] b L [®e :
= 1= =— N B g
1 [ 1
1 1 1 1
' w2 e
1 1 [
1 [ I 1
1 [ 1
1 [ 1
i 1 1
‘\ ” ‘\ Il,
Node ip: Nodeip: .~ ™ - https://70.7.7.100
10.10.0.1 === 10.10.0.2 v Nedeln: ’
R T 10.20.0.2
e
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Nexus EVPN/VXLAN Fabric with Cilium
SDN leveraging Fabric Overlay

[

(o

CNI peers with Fabric &
Cilium SDN leverages

Network EVPN/VXLAN
Overlay

~
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Deploy over EVPN VXLAN Fabric -

Connecting K8s to Leaf Switches
------------------------------------------------------- ASN 65400

Loopback 10.254.100.1 Loopback 10.254.100.2
» K8s nodes connect to Leaf switches using VPC or

] Anycast GW: 10.10.0.254
active-standby

o i
N i i

* Nodes are learned as type-2 routes in EVPN

» Peering eBGP between K8s nodes and leaf
switches using node IP and localized loopback .
addresses on each leaf (we don’t advertise leaf
loopbacks into fabric - only locally significant)

NODE IP: _Ai— NODE IP:

10.10.0.1 M 10.10.0.2

 BGP configuration requires
>and ° > commands

o
S e e e e e e e e e 58

-------------------------------------------------- ASN 65001
 Loopback Address must be reachable between

VPC Peer members

e
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Deploy over EVPN VXLAN Fabric BGP

Connecting K8s to Leaf Switches

ToR2 config:
interface loopbackl001
ip address 10.254.100.2
no shutdown
vrf member vrf-TenantA
1

Router bgp 65400

template peer Cilium_K8s_TenantA

remote-as 65002

update-source loopbackl@0l

ebgp-multihop 5

address—family ipv4 unicast

ToR1 config: as-override

interface loopbackl@@ VT W= R

ip address 10.254.100.1 neighbor 10.10.0.1

no shutdown inherit peer Cilium_K

vrf member vrf-TenantA address-family ipv4 u

neighbor 10.10.0.2
inherit peer Cilium_K
address—family ipv4 ui

Router bgp 65400
template peer Cilium_K8s_TenlL.._..
remote-as 65002
update-source loopback1001
ebgp-multihop 5
address—-family ipv4 unicast
as—-override
vrf vrf-tenantA
neighbor 10.10.0.1
inherit peer Cilium_K8s_TenantA
address—family ipv4 unicast
neighbor 10.10.0.2
inherit peer Cilium_K8s_TenantA
address—-family ipv4 unicast

© 2025 Cisco and/or its affiliates. All rights reserved.

apiVersion: isovalent.com/vlalphal

kind: IsovalentBGPClusterConfig
metadata:
name: cilium-bgp
spec:
bgpInstances:
- name: "instance-65001"
localASN: 65001
peers:
— name: "leafl01"
peerASN: 65400
peerAddress: 10.254.100.1
peerConfigRef:
name: "cilium-peer"
— name: "leafl@2"
peerASN: 65400
peerAddress: 10.254.100.2
peerConfigRef:
name: "cilium-peer"

B bttt ASN 65400 .
Loopback 10.254.100.1 Loopback 10.254.100.2
Anycast GW: 10.10.0/254

o o i
N i i

i NODEIP: _pei— - —% ] NODE IP;
101007 [ —— - ——110.10.0.2 ;
S ASN 65001

28
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Deploy Cilium Over EVPN/VXLAN Fabric

AS-per-Cluster (Recommended Option for EVPN VXLAN)

Loopback: Loopback: Loopback: Loopback:
10.254.100.1 10.254.100.2 12)254.100.3 10.254.100.4

N o e e

e
.
.
. . .
. . .
.
. . .
.
| | | |

Fabric Border

Gateways
ASN 65001 \/w

___________________________________________________________________________________

© 2025 Cisco and/or its affiliates. All rights reserved. 29 cisco



Deploy Cilium Over EVPN/VXLAN Fabric

(Locally significant only)

eBGP
AS-per-Cluster (Recommended Option for EVPN VXLAN)
iBGP
» Using a §|ngle AS number per cluster reduces the A R
complexity of bootstrapping K8s ] ]
» Loopback addresses are local to the leaf switches _ .
! Loopback: Loopback: Loopback: Loopback: ]
« No need to advertise Loopbacks to EVPN address family 10.254.100.1 10.254.10,2  19%254.100.3 LRzt 1B ;

* Minimum BGP configuration on Cilium

» Leaf switches BGP configuration requires /

’and ° ASN 65001

commands

 Loopback Address must be reachable between
VPC Peer members

&
11l
-2 -
il

(S e s e e e e e e e e e e e e

* Proportional Multipath can overcome unevenly N s
distributed workload

. > add next hop detail
in type-5 advertisement ol

© 2025 Cisco and/or its affiliates. All rights reserved. 30 cisco



Deploy Cilium Over EVPN/VXLAN Fabric

Service Load Balancing

External Service IP:
70.7.7.100

externalTrafficPolicy: Local

o o o o

,, ______________________________________________________________________ N

[ 70.7.7.100, ubest/mbest: 2/0

! *via 10.5.0.21%default, [200/0], 01:24:29, bgp-65400, internal, tag 65001,
i segid: 50001 tunnelid: 0xa030003 encap: VXLAN

: *via 10.5.0.29%default, [200/0], 01:24:29, bgp-65400, internal, tag 65001,
! segid: 50001 tunnelid: 0xa030006 encap: VXLAN

e e

______________________________________________________________________

o e e

© 2025 Cisco and/or its affiliates. All rights reserved.

Fabric Border
Gateways
""""""" ASN 65001
https://70.7.7.100
o e



ey

Deploy Cilium Over EVPN/VXLAN Fabric

Service Load Balancing
with Proportional Multipath

External Service IP:
70.7.7.100

externalTrafficPolicy: Local
route-map export-gateway-ip permit 10

match ip address prefix-list k8s-svc
set evpn gateway-ip use-nexthop

_____________________________________________

________________

_____________

o e e

il

'/
/4
1

Node ip:
10.10.0.1

/

© 2025 Cisco and/or its affiliates. All rights reserved.

Node ip:
10.10.0.2

. e,

,

70.7.7.100, ubest/mbest: 3/0

P

""""""" ASN 65001
@ i
Fo.. — E
Mesloffsn e s
10.10.0.8

________________________________

\
1
]
*via 10.10.0.1%default|[200/0], 01:24:29, bgp-65400, internal, tag 65001 !
*via 10.10.0.2%default}[200/0], 01:24:29, bgp-65400, internal, tag 65001 E
*via 10.10.0.8%default|[200/0], 01:24:29, bgp-65400, internal, tag 65001 :

1

4

_________________________

Service Traffic

Fabric Border
Gateways

32

https://70.7.7.100
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{  router bgp 65400

1

I !

i vrf vrf_Tenant_A

1

! address family ipv4 unicast
! redistribute direct route-map permit-all
i

1

1

1

!

\

EVPN VXLAN

Proportional multipath details

maximum-paths 8
maximum-paths ibgp 8
export-gateway-ip

e

Vg >

{ 172.18.0.0/18, ubest/mbest: 5/0 S

! *via 10.22.0.1%default, [200/0], 01:24:29, bgp-65400, internal, tag 65001 ]

: *via 10.22.0.2%default, [200/0], 01:24:29, bgp-65400, internal, tag 65001 ]

[ ]

i *via 10.22.0.3%default, [200/0], 01:24:29, bgp-65400, internal, tag 65001 i

i *via 10.22.0.4%default, [200/0], 01:24:29, bgp-65400, internal, tag 65001 i

! *via 10.22.0.5%default, [200/0], 01:24:29, bgp-65400, internal, tag 65001 ]

\ ;

N e e e 4
172.18.0.0/18 ToR1/ToR2 Node 2 (10.22.
172.18.0.0/18 ToR3/ToR4 Node 3 (10.22.0.3)

BorderGW [ —t] — ———— > [[--——] BorderGw
EVPN/VXLAN N 172.18.0.0/18
[--spne | [ spne | ASN 65400

40 %0 g DegD SO
ASN 65001 107201 107202 102203 102204 102205

e
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Workload Monitoring with Hubble

Fo

hubble

Ul

* Service Dependency Maps
* Flow Display and Filtering
* Network Policy Viewer

Fo

hubble

CLI

* Detailed Flow Visibility
* Extensive Filtering
* JSON output

5 O

Grafana Prometheus

HUBBLE METRICS

* Built-in Metrics for
Operations & Application
Monitoring

© 2025 Cisco and/or its affiliates. All rights reserved.
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Hubble Ul

. from o to identity=57825 .\ 1 fometo namespace=default .\, ) from e to workload=win10-iso X Add filter - Clear filters
Overview —— —

Network @ goldpinger.apps.clusterl...

. TCP
Connections o

@ goldpinger.apps.cluster7...

. Policies © -

@ nav.smartscreen.micros...

Namespace O Tcp
Show clusterwide data

default X

Flows verdict default

Any verdict

Aggregate flows win10-iso

Visual filters

Host service

Kube-DNS:53 pod

Remote node Src Namespace Src Identity Dst Namespace Dst Identity DstPori: L7 info Traffic Direction Verdict

Flow Details Raw flow

Prometheus app default win10-iso goldpinger.apps.cluster7d.... 80 egress forwarded

default win10-iso goldpinger.apps.cluster7d.... 80 egress forwarded
Timestamp

default win10-iso openshift-dns openshift-dns egress forwarded
default win10-iso openshift-dns openshift-dns egress forwarded
default win10-iso openshift-dns openshift-dns egress redirected Verdict
default win10-iso openshift-dns openshift-dns egress forwarded dropped
default win10-iso oldpinger.apps.cluster7d.... egress forwarded
gollpinger.app 9 Drop reason

default win10-iso openshift-dns openshift-dns egress forwarded 7 enied
default win10-iso openshift-dns dns-default egress forwarded Review
default win10-iso openshift-dns openshift-dns egress forwarded
default win10-iso nav.smartscreen.microsoft... egress dropped Traffic direction
default win10-iso openshift-dns openshift-dns egress forwarded egres

I in10-i Idpi 7 .cll -
default win10-iso goldpinger.apps.clusterip. egress dropped Cilium event type
default win10-iso openshift-dns openshift-dns egress forwarded : .
default win10-iso openshift-dns openshift-dns egress forwarded

default win10-iso openshift-dns openshift-dns egress forwarded

TCP flags

=

4 ifi i in10-i ift- z varde:
Notifications default win10-iso openshift-dns dns-default egress forwarded
default win10-iso openshift-dns openshift-dns egress forwarded

904.1 flows/s * 6/6 nodes default win10-iso openshift-dns openshift-dns egress forwarded Source cluster

e
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Policy

i from « to namespace=kubevirt-demo X Add filter Clear filters
Overview

Network

Connections &) outside Cluster @) outside Cluster

Any endpoint Any endpoint
% Policies

{ In Namespace { In Namespace
kubevirt-demo { In Namespace kubevirt-demo
kubevirt-demo

Namespace

kubevirt-demo Any pod B . . Any pod

Flows verdict

Any verdict
*» In Cluster < *» In Cluster

Aggregate flows Everything in the cluster Everything in the cluster
=kubevirt-demo/app=bad-cli... - :80 Kubernetes DNS

Network policies

= Filters applied

4+ Preferences

Visualize all + New ©@ ) K8S | &8 Cilium

Flow Details Raw flow

Src Identity Dst Identity

iVersion: cili .1 .
apiVers cilium.io/v2 7 Remove rule from policy
client dns-default

B kind: CiliumNetworkPolicy

B

untitled-policy*

client dns-default .
metadata: Timestamp

1
2

3

client kubevirt-demo

4 name: untitled-policy client dns-default

5 namespace: kubevirt-demo client dns-default Verdict
6

7

8

202 02T719:25:0¢

dropped
spec: client dns-default ropp

endpointSelector: {} ciient dns-default Drop reason
ingress:
9 - f romEndpomt S: client dns-default
18 - matchLabels: client dns-default
11 k8s:app: bad-client client dns-default Cilium event type
- i - to nt
12 k8s:io.kubernetes.pod.namespace: kubevirt-demo client dns-default ‘
13 toPorts:
client dns-default
14 - ports: rhel76

client dns-default Policy denied
client dns-default - .
Traffic direction
ingress

client dns-default TCP flags

world
15 = [elrizs MR bad-client nginx-vm
904.1 flows/s * 6/6 nodes 16 client nginx-vm

® Notifications

Source cluster
e
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Tetragon Networking Telemetry

Accurate Request / Response Between Services

rasarved:host

atal-demo-loadge...
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7.62 ms/r

0.23 r/sec

.
otel-demo-adservi...

16.70 ms/r !

0.72
B 60,87 msir

1.38 rfzec

6.69 ms/r
2,75 rfsec

64,08 msfr
2,96 rfsec

207.01 ms/r
0.5 rfsec

otel-demo-frontend

otel-demo-checko..

3361 msjr
0.27 risec

otel-demao-recom...

9.29 ms/r

0.21 r/sec

|
otgl-demo-curren...

38.46 ms/r

014 risec

/ otal-demo-emails...

5.62 msjr
0.4 rfsec

39.99 ms/r

otel-demo-payme... 0.14 risec

otel-demo-gquotes...

27.74 msfr

0.28 risec

otel-demo-shippin...
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Security Observability and Enforcement

Deep Visibility

« System, network, protocols,
filesystem, applications, ...

Transparent

 App agonistic

'\ Linux Kernel

* No changes to applications
Kernel Runtime @ Process . Syscall P
L Overhead Execution A Activity System Calls
oOw-
— Smart »— File b 1.“- Seq <
* Minimal overhead N 5| T Callector JTMEE Access J-MEN Atack  TCP/IP
. . . . <« Stack = Ring - NS £ Priv N
« Extensive filtering & aggregation 57 Traces = Buffer ¥#// Escapes Y#/1 Escalations  Namespaces
g Y Hash Y o
H Met r Dat L HTTP, 2tho
Integratlo ns ‘ s it Maps i Agc‘ZSS Storagg %‘ * DNS, TLS Network

* Prometheus, Grafana, SIEM, fluentd,
OpenTelemetry, elasticsearch,

Splunk https://isovalent.com/labs/
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