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@ GitHub Ente
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G I t | I u b p ® I d § [ Overview [ Repositories 45 [ Projects @ Packages Y Stars

Anhttps:// github.com /Gyuril

ASA-config-parser Publ

Duo_MSSP_examples Public
@ Python

. NetFlow_generator Ppublic
Gyuril -9
Follow

A 19 followers - 42 following

Block or Report
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Eddigi n k 8lyeb Alf el has zrre§l:§ fgkhlkoaunk

Al Assistant
O
&

How can | help today?

> Choose a suggestion or use the text field to ask a question. | have limitations and won't
always get it right, but your feedback will help 1

TLS Client Hello

How do | respond to an incident? How are intec v Cipher Suites (18 suites)
her Suite: TLS_AES_128_GCH_SHA2S6 (0x1301)
Suite: TLS_CHACHA20, 05_SHA256 (0x1303) <
e: TLS_AES_256. (0x1302)

TLS_ECOHE_ECDSA_WITH_AES_128_GCM,

1A256 (OxcO2b)

e: TLS_ECOHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f) C
TLS_ECOHE ACHAZO_POLY1305_SHA2S6 (0xcco9) ¢
How are incident priority scores calculated? How do | trigg e: TLS_ECOHE \
TLS_ECONE
e: TLS_ECOHE
TLS_ECONE C
TLS_ECOHE (0xc009) C
TLS_ECOHE (Oxco13) 1
Cipher Suite: TLS_ECOHE (0xco14)
Cipher Suite: TLS_HE_RSA_WITH_AES_128_CBC_SHA (0x0033)
Cipher Suite: TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
.
Assistant can make mistakes. Verify responses. Learn how the Al Assistant handles Get the browser a‘ Firefox
that protects
what's important c

T.C-)' TLS Client Hello

- v Cipher Suites (19 suites) Ce
Pr

Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)

Cipher Suite DHE_ECDSA_WITH_AES_128_GCM_SHA256 (9xc@2b) Ve
Cipher Suite: ECOHE_RSA_WITH_AES_256_GCH_SHA384 (0xc030)

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCH_SHA256 (@xc02f) é
Cipher Suite: TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384 (0xc024) (o}
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc023) T
Cipher Suite DHE_RSA_WITH_AES_256_CBC_SHA384 (@xc028) y
Cipher Suite: TLS_ECOHE_RSA_WITH_AES_128_CBC_SHA256 (@xc027)
Cipher Suite: TLS_ECOHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
Cipher Suite: TLS_ECOHE_ECOSA_WITH_AES_128_CBC_SHA (xc009)
E RSA_WITH_AES_256_CBC_SHA (@xc014)
[E_RSA_WITH_AES_128_CBC_SHA (0xc013)
S_RSA_WITH_AES_256_GCM_SHA384 (@x009d)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)

Cipher Suite
Cipher Suite
Cipher Suite:
Cipher Suite:

Filter columns

Snort ID

Snort Version

11:1:1

w

Snort Rule
alert ( gid:411;

sid:1;

rev:1l; msg:"(snort_ml)

potential threat found in HTTP parameters via Neural
Network Based Exploit Detection'; metadata: policy

max—-detect-ips alert,

classtype:unknown;)

rule-type preproc;

File

URL

/admin/user/action/index.php?
n=guest&c=0&m=search&s=fo

rum&wert=-1%25%22%20U..

A Dehogyant udn 8 akL8M-ethas z 81| n

A Mi az az Agentlc Al?
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RAG 0 Retrieval Augmented (eneration

ATradicion8lis RAG

AC®I h aa
A¥sszekapcsolja a nagy e |
modellt (LLM) egy Al (Vektor)

, 2 ki eg®sz?2tve a App P 5 4dat b

| ek ®r dez®seket tov_8bhbi
kontextussal

ANagyr ®s ztc oelakld@rvg
az laadat okat, ®s stati kus
szab8lyokra vagy prompt
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CCCCC



Agentic RAG

A . az Al agent

seg?ts®g®V el k ®r de z | | e a RAG

mem- r i 8t |
_ Me m- r |

AMegjelennek ezek: (re°vid

A hosszVY

MCP, Model
A Context Protocol

AT e r v e gla®rsng (reflection , self-
criticism )

A , (mint p®l d§
adat ok megoszt8sa ( vektor

adat b8zis), Webdx, | ek®r ®s,
email, ®s minden egy®b

Tool 2 (Pl.:

Vektor DB)

CCCCC



LLM vs Al app / Al Agent

/ -

SLM / LLM:
Small / Large

Language Model
Al app / Al Agent

CCCCC



E I & Personal = Al Agentinn8n  + Addtag Active (:' Share

Editor ~ Executions Ev9'~
Workflow

Start by
d e me:- saying 'hi’

RAG

ey

’
Model Memory

o o
—

Simple Memory Execute a SQL query
in Postgres

D Hide chat

Chat 103ea Logs

Send a message below to trigger Nothing to display yet. Execute the
the chat workflow workflow to see execution logs.

Cisco and/or its affi Type a message >




Application
b i Response T TTToTTTTTTT
[ Query
. STTTTTTTTTYRTERELCT e o o SRR E T T T T Tt > Production- Ready

Production User i A Model

' A

I

————— Context -----
Vector DB

Development
= = |

I 0
| 0 T Nov 20 0 W
| :
I
I
I
I
|
I
|
I
App Data Public Data OSS Model a

Az Al az % besz8ll2t- -1 | 8nc

. https:l/ securityboulevard.com /2024/10/hugging - face - has- become - a- malware - magnet/ e

E 2025 Cisco and/or its a



Vekt or Adat b8zi s Dem
(Word2Vec, ~ 2013)

T°bb sz8z vagy
t°bb 1000
di menzi -s t ®r
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0o{3 n8n + o Personal = Techtorial2025 Inactive (_Jl) | Share Sa () star 145,838
) UPIVAUITY PIESENEUUNS NI VEGION SIore Editor Executions Evaluations
@ Overview .
+
c E Qdrant Vector
=> Store
When clicking 'Test GitHub Extract from File Code i a0 D
workflow' - S Sese R
e s il
pa 15| Default Data Loader
o]
o
Embeddings Ollama T
4
:: @ Q b y' D Hlde chat Token Splitter
<
Chat ession: 634c4 Logs v v
& Templates
(x) Variables
. Insights :
Send a message below to trigger Nothing to display yet. Execute the
the chat workflow workflow to see execution logs.
® Help
A What's New
. Type a message
@ Gyorgy Acs v yP g k >



MCP (Model Context Protocol )-] el ent bs ®g e

Eszk?©z
saj 8§t

adatok

A\ Az Anthropic k ®s z2 t et t e-bem®g 2024
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MCP, Model Context Protocol

A az Al agent ® satool k © z 2 t t

AC®l : az adatok (file, API, ...) megosz
MCP,

AKliens - szerver + gateway

AAdat: JISON-RP C, L osklig)lvaggHTTPS
A .

ACsak megb2zhat:- MCP forr8sok Tool ma .

AAzonos2t8si k®rd®sek (gyakr a

I 8r |
Role Based Access Control ? MCP Client

ATokenl op&8s andTakeowr umtdat szi v8r g8gs
komoly biak®&rnds&sge k 0,

Ahttps://cs.co/mcp - security MCP Server

bl
E 2025 Cisco and/or its affiliates. All rights reserved. cisco


https://cs.co/mcp-security
https://cs.co/mcp-security
https://cs.co/mcp-security
https://cs.co/mcp-security

oo n8n

@ Overview

& Templates
(x) Variables
. Insights

® Help

0° What's New

@ Gyorgy Acs

& Personal = Al Agent MCP + Addtag

Editor Executions Evaluations

% |$| Agent

When chat message Chat Model* Melmory Tool
received i ’ A
-~ -
- = -
- .-
- -
- e /
- ’
e Memory
Model
]

[0 =
Simple Memory
Groq Chat Model

{O Hide chat

Chat Session: 5e34e...

Send a message below to trigger
the chat workflow

Type a message L3 >

Active () Share

MCP Client
Huggingface

Logs

Nothing to display yet. Execute the
workflow to see execution logs.
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MCP ®Splurk

AA Splunk MCP Ser ver
a | k a | ma Z § S Free plan - Upgrade

% How was your day, Gyorgy?

How can | help you today?

+ % Sonnet 4.5
Splunk MCP Server
MCP Server for Splunk Platform The Model ( Lifestuff O Claude’s choice
standardized two-way communication betw £, Usestyle
Built by Splunk LLC {O Extended thinking

3 remaining until Oct 8

® Web search (@)
H huggingface (@)
«©

s splunk-mcp-server

+ Addconnectors FPro

{> Manage connectors

E 2025 Cisco and/or its affiliates. All rights




T Oz mankdzsment (FMC)

alimh,.  Firewall Management Center
CISCO  policies /| Access Control / Access Control

Overview

Analysis

9,

Policies

Devices

Objects

3

Integration

MCP De m-:

Q. Ssearch

Object Management | Intrusion | Network Analysis Policy | DNS | Import/Exp
H Q, Type to search 7 [ m
[j Access Control Policy Anomaly Last Analyzed Last Modified Status T
-03- 4 175 2025-03-05 04:33:54 _
[:] AccessPolicyTEST 3 75% Optimizable 2025 93 B3 Va3 . . Targeting O devices o u
Analysis up-to-date Modified by “Firepower System”
-05- 110: 2025-04-30 13:42:08 i i =
U ACP130 e teaingets cetieirelee 2025 95 01 09:10:06 % : Targeting 1 device . s
Analysis up-to-date Modified by “admin” Out-of-date on all targeted devices
-03- 12: 2025-03-09 15:00:58 _
[j ACP130 old No anomaly detected ehee Uaai0sa. . . . Targeting O devices 7|
Analysis up-to-date Modified by “admin
0 ACP169 Mersnanisis datacied 2025-07-05 09:52:25 2025-06-25 02:01:09 Targeting 1 device 50
— Y Analysis up-to-date Modified by “Firepower System” Out-of-date on all targeted devices -
-07- :08: 2025-06-25 02:01:09 5
O AERFS No anomaly detected 2825°07°0% 10:08:29 - o ., Targeting O devices, 1 template 7an
FTDv.55 Analysis up-to-date Modified by “Firepower System
0 ACP55-NEW Neranariats deaaio 2025-03-07 08:11:06 2025-03-07 00:47:57 Targeting 1 device P
y Analysis up-to-date Modified by “admin” Up-to-date on all targeted devices g
- -03- 124 2025-03-05 04:33:54 =
f:] Allow-all No anomaly detected 2025 _03 f2 08251 e s . Targeting O devices 7gan|
Analysis up-to-date Modified by “Firepower System
. i -03- :29: 2025-03-05 04:33:54 =
() pécassholisy] 1 50% Optimizable 2025 0305 0829:27 Targeting O devices, 1 template 2N
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Meraki d Al Assistant + MCP

You

Milyen SSID-ék vannak?

(O Al Assistant 05:55 PM

A "meraki-gacs" halozatban jelenleg 10 SSID van konfiguralva vagy elérhetd. Az els6 10
SSID neve és allapota:

SSID Number SSID Name Enabled
0 Robot false

1 bobo?2 false

s Ghttpsil, github.com /mkutka/meraki- magic - mcp

E 2025 Cisco and/ or




Kall ® sMCP

Milyen portok nyitottak ?

e Nmap against -

I'll run an nmap scan against 10. 2 execute that now.

@ Nmap Scan Results for

Host Information

» Target: ] budlabsec.com)

s ! » Status: Host is UP
L Execute command " @)
» Latency: 0.000099s (extremely low - local network)
Sur Server health " @)
, L . * MAC Address: 00:50:56:AE:3D:7C (VMware virtualized environment)
The Enum4linux scan @ | :cure configuration with only essential
sery Wpscan analyze o » Network Distance: 1 hop
D John crack " @)
ul TCP Open Ports
 H Hydra attack @ 'l ,noinsecure HTTP on port 80)
| . . ‘ Port Service Version Details

This Metasploit run @ setup whetre only necessary services are
exp Sqlmap scan @ © tedchannels. 53/TCP domain Unbound DNS server service

Nikto scan (@) g6 0 443[TCP tcpwrapped HTTPS SSL/TLS web service (no title detected)

Ret
Dirb scan [ @)
Claude can make mistakes. Please double-check respc "l UDP Sel‘ViceS
Gobuster scan [ @)
Nmap scan o) ‘ Port State Service
Reply 53/UDP OPEN DNS
Nicahle all tnnle
= ca o 67/UDP openlfiltered DHCPS
2025-09-21 12: :54,874 Executing command: nmap -sV -sC -0 10

2025-09-21 12:
2025-09-21 12:
2025-09-21 12:

2025-09-21 12:
2025-09-21 12:

:21,706
:31,884
:33,403
:38,876
140,596

10.190.12.

Executing
10.190.12
Executing

184 - - [21/Sep/2025 12:07:2 PO api/tools/nmap HTTP/1.1" 200 -
command: nmap -sS -p 1-65535 10.62.42.251

.184 - - [21/Sep/2025 12:07:33] "POST /api/tools/ 1" 200 -
command: nmap -sU -p 53,67,68,69,123,161,162 10
184 - - [21/Sep/2025 12:07:40] "POST /api/tools/nmap HTTP/1.1" 200 -

10.190.12.




Az Y410 z 8 m2 t6-0 gL®MOS

Andrej Karpathy: Intro to Large Language Models

Peripheral devices I/0

video audio

ol < -+

_—

Software 1.0 tools
“classical computer” tools , Ethernet

Calculator
Python interpreter

. Browser
Terminal

File system Other LLMs
(+embeddings)

An LLM in a few years: It can read and generate text
It has more knowledge than any single human about all subjects
It can browse the internet
It can use the existing software infrastructure (calculator, Python, mouse/keyboard)
It can see and generate images and video
It can hear and speak, and generate music
It can think for a long time using a System 2
It can “self-improve” in domains that offer a reward function
It can be customized and finetuned for specific tasks, many versions exist in app stores
It can communicate with other LLMs

e 2025 ciaco anoror s a0 ITEPSYY WAWWEYQULUDe.com /watch?v =z]kBMFhN|_g&t=2588s s



Al Agent: Egy

Del eg8l j uk a afeatinakd a't
A azagent®° n81 | - aphoz er v e
d°nt ®seket ®s csel e
Egy kor sz eh kompex feladatot vagy feladatokat
eszk?©° z maga hajt v®gr e
A m8&r v an n aakentodk, yaraetyek
ool -eszk?©z agent-eket k ®s z2t enek

e
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