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» Uj GEANT TCS szolgaltaté (HARICA) és eduroam



Eduroam CAT ujdonsagok

« 2.2-es verzio - nyar folyaman élesitve
« BOvebb help

» Uj funkcié az eduroam adatbazis intézményi adminisztratorai szamara 0j CAT-
intézmeények létrenozasara

« Tovabbfejlesztett RADIUS/TLS tanusitvanykezelés az NRO-k szamara

« Az |dP-tartomanyok (realm), intézményi roviditések és alternativ intézménynevek
hozzaadasa a DiscoJuice kulcsszavakhoz, ezaltal az IdP-k ezek alapjan is kereshetok

« Uj profilrendezési funkcio

« Uj profilmasolasi funkcié

« Uj havi letdltési statisztika

* ARM processzorok tamogatasa a Windows telepitékben

* Fejlesztés a Linux-os Python telepitoben



Kiemelten fontos, hogy az eduroam adatbazis (eduroam DB) naprakész és teljes legyen, beleértve a realm-
eket és az adminisztratori e-mail-cimeket, valamint szinkronban legyen a CAT-tel.

Az ilyen tipusu onregisztracio elofeltétele, hogy a leendé adminisztrator egy eduGAIN-ben regisztralt IdP-n
keresztul jelentkezzen be.

Két NRO-szint( beallitasi lehetéség érhetd el, amelyek egymastol fuggetlenul aktivalhatok:
« Onregisztracié az eduroam DB-bdl: a listazott adminisztratorok meghivasa a CAT-intézményekhez
 Onregisztracio az eduroam DB-b6l: Uj intézmények létrehozasanak engedélyezése

Ha a fenti opciok barmelyike engedélyezésre kerul, €s egy olyan felhasznalo6 jelentkezik be, aki megfelel az
elbfeltételeknek:

» a felhasznal6 e-mail-cime a SAML-hitelesitésbdl kerul lekérésre és elindul a regisztracios eljaras

 |létrejOn az 0sszes olyan eduroam-adatbazisbeli intézmény listaja, amelyben ez az e-mail-cim adminisztratori
cimkeént szerepel.



Onregisztracié6 /1

Editing National Roaming Operator information for 'Hungary'

National Roaming Operator Properties

Country: Hungary

Self registration from edurcam DB: add listed admins to CAT institutions on

OpenRoaming: Allow Organisation Opt-In on

Mational Roaming Operator Mame {unsupported language) Pro-M

Mational Roaming Operator Homepage defaultfother languages https: f /kifu.gov.hu

—MNational Roaming Operator Properties

Self registration from edurcam DB: add listed admins to CAT institutions on .

OpenRoaming: Allow Organisation Opt-In on .

Mational Roaming Operator Mame (] Pro-M .

Mational Roaming Operator Homepage (default/other languages) https: / fkifu.gov.hu .
|. Self registration from eduroam DB: allow creating new institutions W | .

Add new option

Save data | Discard changes



Onregisztracioé /2

Administrator Interface - National Roaming Operator Management Development copy, do not expect too much!

National Roaming Operator Overview

Your Personal Information

E-Mail Address mohacsi@niif.hu
Real Name Janos Mohacsi
Mational Roaming Operator Administrator HU

Unique Identifier dlick to display

National Roaming Operator Properties: Hungary National Roaming Operator Statistics: Hungary
Country Hungary IdPs Total Public Download
Self registration from edurcam DB: allow creating new institutions on 43 37
Self registration from eduroam DB: add listed admins to CAT institutions on

OpenRoaming: Allow Organisation Opt-In on

Matiomal Roaming Operator Mame (unsupported language) Pro-M Show downloads
Matiomal Roaming Operator Homepage default/other languages https:/ fkifu.gov.hu

Mindkét NRO opcio bekapcsolva



Adminisztrator onregisztracio /1

At(;AT-jntéerénynek kotelez6en szinkronban kell lennie az eduroam DB-ben szerepl6 megfelel6
intézmeénnyel.

Peéldak hasznalati esetekre:
* Uj intézmeényi adminisztrator kerult kinevezésre, és mar szerepel az eduroam DB-ben;

« olyan helyzetek, amikor az adminisztrator SAML |dP-adatai megvaltoztak (példaul az entityld), vagy
az |[dP modositotta a eduPersonTargetedld kuldésére vonatkozo szabalyzatot;

» az adminisztrator attért egy kozponti ,last-resort” SAML IdP-rél vagy Google/Facebook-azonositorol
az intezmeny altal mukodtetett helyi IdP-re.

MuUkodési elv:
» Az eduroam DB alapljér) lekerésre kerul az adott adminisztratorhoz tartozo intézmények listaja (az
adminisztrator e-mail-cime alapjan).

* Megvizsgaljuk, hogy a listaban talalhato-e olyan intézmeény, amely mar szinkronizalva van a CAT-ben,
de az adminisztrator SAML-azonositoja nem szerepel a CAT-intézmeény owners listajaban.

* Az adminisztrator meghivasra az ilyen intézmeényekhez.
» Az errdl sz6l6 informacid az adminisztrator profiloldalanak aljan jelenik meg.

Megjegyzes: EIméletileg el6fordulhat, hogy az adminisztrator e-mail-cime tobb nemzeti foderacio
intézmenyei kozott is szerepel, llyen esetben tobb lista kerll Iétrehozasra, és az NRO-beallitasok
minden érintett foderacio esetébén kulon-kulon kerulnek ellenbrzésre.



You are: Tomasz Wolniewicz

Administrator Interface TW-Development copy, do not expect too much!

Go to your Profile page Logout Start page

User Overview

Your Personal Information

Unique Identifier click to display

You are managing the following Organisation:

Other admins of this

Organisation Name Organisation

Management

National Roaming Operator Poland: Organisation list

Delete Organisation
Institute of Bioorganic Chemistry PAS -Poznan Supercomputing _

and Networking Center You and 2 other users Add/Remove Administrators Reset all Organisation

settings

We have automatically added you to the following organisations:

Institute of Bioorganic Chemistry PAS -Poznan Supercomputing and Networking Center %

(Need help? Refer to the Organisation administrator manual) Click to open the help window




You are: Tomasz Wolniewicz

Administrator Interface TW-Development copy, do not expect too much!

Go to your Profile page Logout Start page

We have added the organisations to your profile since your mail is listed as their administrator in the eduroam databasé(
User O\ There may be several reasons why you are seeing this, for instance:

« your mail has been added as the admin to institutions that you did not manage before
« you have logged in via an account in a different IdP but the returned email address is the same as before
« your IdP has been modified and it has a different entityld now
Your Per « your IdP has changed it's behaviour, for instance it was previously sending the eduPersonTargettedId attribute but
no it is only sending pairwise-id
Unique Identi

You are managing the following Organisation:

Other admins of this
Organisation

Organisation Name Management

National Roaming Operator Poland: Organisation list

Delete Organisation
Institute of Bioorganic Chemistry PAS -Poznan Supercomputing _

and Networking Center You and 2 other users Add/Remove Administrators Reset all Organisation

settings

We have automatically added you to the following organisations:

Institute of Bioorganic Chemistry PAS -Poznan Supercomputing and Networking Center %

(Need help? Refer to the Organisation administrator manual) Click to open the help window




Intézmény onregisztracio

* Az eduroam adatbazisbol (eduroam DB) lekerjuk az adott
adminisztratorhoz tartozé intézmeények listajat.

» Ezutan ellenorizzuk a listat, hogy talalhato-e benne olyan intézmeny,
amely megfeleltethetd egy meglevoé CAT-intézmenynek.

» Els6 lepéskent kizarjuk azokat az eseteket, ahol az eduroam- és CAT-intézmeény
kozott mar fennall a kapcsolat (ezeket az eseteket az el6z6 funkcio kezeli).

* Az intézményneveket mindkét adatbazisban — minden elérheto nyelvi valtozatban
— kisbetls formara konvertaljuk és 0sszehasonlitjuk; tovabba osszevetjuk az
eduroam DB-ben szerepld realm-eket a CAT-profilokban talalhato realm-ekkel.
Amennyiben barmilyen egyezes azonositasra kerul, az adott bejegyzeés kikerul a
potencialis jeloltek listajabal.
« A fennmarado intézmeények listaja megjelenik az adminisztrator szamara,
aki eldontheti, hogy uj CAT-intézmeények jojjenek-e létre.

» Pozitiv dontés esetén a rendszer létrehozza az uj ,,skeleton” CAT-IdP-ket,
és felveszi azokat az adminisztrator intézmeényei koze.



You are: Tomasz Wolniewicz

Administrator Interface TW-Development copy, do not expect too much!

Go to your Profile page Logout Start page

User Overview

Your Personal Information

Unique Identifier dlick to display

You are not managing any Organisation.

The eduroam database says you are an administrator of this following institutions, but there seem to be no matching institutions in CAT.

[pl] COLLEGIUM CIVITAS; [en] COLLEGIUM CIVITAS [el{-C1CNOL Mol (o)il (=8 {o]ah iy TENT (R i[e])!

(Need help? Refer to the Organisation administrator manual)




You are: Tomasz Wolniewicz

Administrator Interface TW-Development copy, do not expect too much!

Go to your Profile page Logout Start page

User Overview

Your Personal Information

Unique Identifier click to display

You are not managing any Organisation.

The eduroam database says you are an administrator of this following institutions, but there seem to be no matching institutions in CAT.

[pl] COLLEGIUM CIVITAS; [en] COLLEGIUM CIVITAS create CAT profile for this instituw

(Need help? Refer to the Organisation administrator manual)




© cat-test.eduroam.org

Proceed with creating the CAT IdP?




Organisation Name default/other languages COLLEGIUM CIVITAS
Organisation Name English(GB) COLLEGIUM CIVITAS
Organisation Name Polski COLLEGIUM CIVITAS

Hello, newcomer. The Organisation is new to us. This wizard will ask you several questions about it, so that we can generate beautiful profiles for you in the end. All of the information

below is optional, but it is important to fill out as many fields as possible for the benefit of your end users.

— General Information

Some properties are valid across all deployment profiles. This is the place where you can describe those properties in a fine-grained way. The solicited information is
used as follows:

+ Logo: When you submit a logo, we will embed this logo into all installers where a custom logo is possible. We accept any image format, but for best results,
we suggest SVG. If you don't upload a logo, we will use the generic logo instead (see top-right corner of this page).

+ Organisation Name: The organisation may have names in multiple languages. It is recommended to always populate at least the 'default/other' language, as
it is used as a fallback if the system does not have a name in the exact language the user requests a download in.

« Organisation Acronym: This acronym will be used as an element of the instller file name instead of one automatically created from first letters of every
worg in the institution name. You may add acronyms for multiple lunguages (but only one per language). The acronym will also be used as a keyword for the
organisation search on the user's downloads page.

« Organisation Alt Name: You may add several versoions of the organisation name or acronyms which will be used as additional keywords exclusively for the
organisation search on the user's downloads page.

Organisation Name (default/other languages) COLLEGIUM CIVITAS I

Organisation Name (EN) COLLEGIUM CIVITAS I
Organisation Name (PL) COLLEGIUM CIVITAS .
Add new option

 Location

The user download interface (see here), uses geolocation to suggest possibly matching IdPs to the user. The more precise you define the location here, the easier
your users will find you.

« Drag the marker in the map to your place, or
« enter your street address in the field below for lookup, or
« use the 'Locate Me!' button




Onregisztracié biztonsagi -
° Pro.M

megfontolasok

Megbizunk az eduGAIN-ben, kulonosen az alabbiak tekintetében:

» A foderacios operatorok ellendrzik, hogy az IdP-metadataban szerepld
scope-ok az adott szervezet részere reqgisztralt domainekre korlatozodnak.

» Az eduGAIN technikai APl hasznalataval pontosan meghatarozhato a
hitelesito eduGAIN API, majd ezen keresztul az altala klszoI%aIt"orszagok
Ilstega; ez alapjan az orszagok eduroam-orszagokhoz rendelhetOk. Ennek

eredmenyekent egy X orszagban mukodo adminisztrator nem tud

regisztralni olyan CAT-intézmenyhez, amely nem szerepel az 6 eduGAIN

foderacigja altal lefedett orszagok kozott.

* A pairwise-ID részekent tovabbitott scope 0sszevetesre kerul a foderacio
altal ellenorzott, metadataban rogzitett scope-okkal, igy az IdP nem adhat
jogosulatlanul egy masik szervezethez tartozo scope-ot.

» A CAT-profilokban megadott realm-eknek kizarolag a szervezetek altal
hivatalosan birtokolt domain-ekre kell korlatozodniuk.

* Amennyiben egy adott foderacido nem engedelyezi valamely onregisztracios
modszer alkalmazasat, akkor az nem kerulhet véletlenul alkalmazasra.




RADIUS/TLS, admin login és discovery

« Tovabbfejlesztett RADIUS/TLS tanusitvanykezelés az NRO-k
szamara

* last admin login -
not seen - warning period: 1 year

 Discoduice kulcsszokezelési lehetosége
* realm-ek
* intézménynevek minden elérhetd nyelven
* intézményi roviditések
 intézmenyek alternativ elnevezesei



Administrator Interface - Organisation TW-Development copy, do not expect too much!

Organisation Overview

You are: Tomasz Wolniewicz

The NRO page Go to your Profile page Logout Start page

Organisation generg

General Organi
Country: Poland

Organisation Name default/other languages Nicolaus Copernicus University
Organisation Name Polski Uniwersytet Mikotaja Kopernika

Logo image
UNIWERSYTET
o MIKOLAJA KOPERNIKA
W TORUNIU
0

Media Properties

Remove/Disable SSID konferencja

abiszyn

Solec Kujawski

Puszcza
Bydqgoska

Global Helpdesk Details

Support: E-Mail default/other languages eduroam@umk.pl

Preview

Terms of Use  default/other Ianguages' File exists (text/plain, 423 B)

Terms of Use  Polski File exists (text/plain, 475 B)

Preview

Support: Web  default/other languages http://eduroam.umk.pl

Poligon
“toruncki

| Oraanisation: Tdentitv Pravider Denlavment

Standard
institution info



Select your organisation

Nicolaus Copernicus University — umk.pl
wm Poland

Universiti Malaysia Kelantan — umk.edu.my
35 Malaysia

Iumkl

» Help, my organisation is not on the list

Locate me more accurately using HTML5 Geo-Location

Show organisations in ;ll countries v lshow all countries

Search by matching
the realm



Select your organisation

Nicolaus Copernicus University — Uniwersytet Mikotaja a
Kopernika q
wm Poland

https://eduroam.camk.edu.pl — Centrum Astronomiczne im. M. Kopernika w
Warszawie
s Poland

The N. Copernicus Astronomical Centre (Torun) — Centrum Astronomiczne im.
M. Kopernika PAN - Zaktad Astrofizyki 1 w Toruniu
s Poland

I kopern

» Help, my organisation is not on the list

Locate me more accurately using HTML5 Geo-Location

Show organisations in [ all countries v [show all countries

Search by matching the name in a
different language



Administrator Interface - Organisation

Organisation Overview

TW-Development copy, do not expect too much!

You are: Tomasz Wolniewicz

The NRO page Go to your Profile page Logout Start page

Organisation general setting

General Organfisation details

Country:
Organisation Alt Name

Poland
Collegium Medicum UMK
Organisation Name defaulsigther languages Nicolaus Copernicus Uni
Organisation Name Polski Uniwersytet
Organisation Acronym default/other languages NCU
Organisation Acronym Polski UMK

Logo image
UNIWERSYTET
MIKOLAJA KOPERNIKA
‘W TORUNIU
0

a Kopernika

Media Properties

Remove/Disable SSID konferencja

Puszcza
Bydgoska

Global Helpdesk Details

Support: E-Mail default/other languages eduroam@umk.pl
Terms of Use  default/other languages I

Preview

File exists (text/plain, 423 B):

Terms of Use  Polski

File exists (text/plain, 475 B):
Preview

Support: Web  default/other languages http://eduroam.umk.pl

institution info

Solec Kujawski |

After adding more



Select your organisation

Nicolaus Copernicus University — Collegium Medicum UMK

S -
wm Poland Q s

[medicul

» Help, my organisation is not on the list

Locate me more accurately using HTML5 Geo-Location

Show organisations in ‘ all countries v Ishow all countries

Search by matching the
alternative name



Select your organisation

Nicolaus Copernicus University — NCU
wm Poland

Osnovna $ola Sendur — Osnovna sola Sencur
1 Slovenia

Universidad Nacional de Cuyo — uncu.edu.ar © ey
— Argentina '

Zakladni skola, Most, Obrancu miru 2944, prispevkova organizace
L Czechia

I ncu

» Help, my organisation is not on the list

Locate me more accurately using HTML5 Geo-Location

Show organisations in ‘ all countries v }show all countries

Search by matching the
acronym



Profile rendezés

Organisation: Identity Provider Deployment
Details

Change the order of profiles |

Profile: Staff (permanent)

EAP Types (in order of preference):
TLS OK

PEAP-MSCHAPV2 OK

TTLS-PAP OK

Duplicate this profile

User Downloads

Device *  global this month
MS Windows 8 and newer 5081 4

Profile: Staff (temporary)
EAP Types (in order of preference):
PEAP-MSCHAPv2 OK

TTLS-PAP OK

TTLS-MSCHAPv2 OK

i Duplicate this profile

New RADIUS/EAP profile (manual New RADIUS/EAP profile (autodetect server
setup) ... details) ...

Check realm reachability o
Installer Fine-Tuning and Download

g
g

Check realm reachability

Installer Fine-Tuning and Download

500




Profile masolas

Organisation: Identity Provider Deployment

New RADIUS/EAP profile (manual New RADIUS/EAP profile (autodetect server
Details setup) ... details) ...

Change the order of profiles

Profile: Students eduroam and OpenRoaming
EAP Types (in order of preference):

Check realm reachability o
PEAP-MSCHAPv2 OKB Installer Fine-Tuning and Download
Eg)

TTLS-PAP OKG

TTLS-MSCHAPv2 OK G

m Duplicate this profile

https://cat-test.eduroam.org/twoln?idp=18&profile=210

User Downloads

Device A global this month
Android 8 and higher 348 0
Apple device 1034 2
Apple i0S mobile device (i0S 7-11) 8129 12
Apple OS X El Capitan 2079 9
Chrome 0S 73 0
geteduroam profile 23021 71
Linux 2370 4
MS Windows 7 7168

MS Windows 8 and newer 13462 1




Havi statisztika

New RADIUS/EAP profile (autodetect server

Organisation: Identity Provider Deployment New RADIUS/EAP profile (manual
Details setup) ... details) ...
Change the order of profiles

Profile: Students eduroam and OpenRoaming
EAP Types (in order of preference):

Check realm reachability o
PEAP-MSCHAPv2 OKG Installer Fine-Tuning and Download °
&

TTLS-PAP OK

TTLS-MSCHAPv2 OK G

Duplicate this profile

https://cat-test.eduroam.org/twoln?idp=1&profile=210

4 )

User Downloads

Device 4 global this month
Android 8 and higher 348 0
Apple device 1034 2
Apple i0S mobile device (i0OS 7-11) 8129 12
Apple OS X El Capitan 2079 9
Chrome 0S 73 0
geteduroam profile 23021 71
Linux 2370 4
MS Windows 7 7168 0

\ MS Windows 8 and newer 13462 1 /

Profile: Staff (permanent)
EAP Types (in order of preference): heck realm reachabilit [, )




Uj GEANT TCS szolgaltaté (HARICA) és o
° Pro.M

eduroam

» A HARICA 2025 januarja 6ta a GEANT Tanusitvany Szolgéltatas
hattér-hitelesitesszolgaltatoja (CA).

- A szolgaltatas altal kibocsatott szervertanisitvany a GEANT kdzbens6
(intermediate) tanusitvanyaval egyutt kerul kiadasra.

» Javasolt a HARICA Root CA 2015 kiado altal biztositott Cross
Certificate (2021?]hozzaadasa masodik kozbenso tanusitvanykent a
RADIUS szerverhez, a GEANT kozbensd tanusitvany utan (
intermediate!)

« Ezzel biztosithato, hogy azok a klienseszkozok is biztonsagosan
csatlakozhassanak, amelyek csak a ,Root CA 2015"-0t ismerik
(régebbi Android-ok)

« ECC certificates: GEANT.pem Cross-Certificate-from-HARICA-Root-
CA-2015-10-2021.pem

« RSA certificates: GEANT.pem Cross-Certificate-from-HARICA-Root-
CA-2015-t0-2021.pem



https://repo.harica.gr/certs/HARICA-GEANT-TLS-E1.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-ECC-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-ECC-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-ECC-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-ECC-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-ECC-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-ECC-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-ECC-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-ECC-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-ECC-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-ECC-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-ECC-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-ECC-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-ECC-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-ECC-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-ECC-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-ECC-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-ECC-cross.pem
https://repo.harica.gr/certs/HARICA-GEANT-TLS-R1.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-RSA-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-RSA-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-RSA-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-RSA-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-RSA-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-RSA-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-RSA-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-RSA-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-RSA-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-RSA-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-RSA-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-RSA-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-RSA-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-RSA-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-RSA-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-RSA-cross.pem
https://repo.harica.gr/certs/HARICA-TLS-Root-2021-RSA-cross.pem

Keéerdesek?

Mohaécsi Janos
mohacsi.janos(@pro-m.hu



mailto:mohacsi.janos@pro-m.hu
mailto:mohacsi.janos@pro-m.hu
mailto:mohacsi.janos@pro-m.hu
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