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Adatkozponti Trendek
Kezdetek

Spanning Tree Protocol
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Adatkozponti Megoldasok kontron
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LLS, ULLS
> Nexus 3k

Cisco ACI
> Nexus 93k, 94k, 95k

Cisco NX-0OS
> Nexus, NDFC

HyperFabric
> HF6000
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Cisco DC Megoldasok
ACl vs NX-OS

ACI

)

Spec. Op. Rendszer
APIC Mgmt Plane
VXLAN Data Plane
COOP Control Plane
Kotott topologia

Policy-based modell

Nexus 93k, 94k, 95k

NX-OS

)

>

>

Opcionalis GUI

NDFC

VXLAN Data Plane
BGP/EVPN Control Plane
Rugalmasabb Topoldgia
GPO

Nexus
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SD DC

ACI-rdl roviden

Teljesen mas megkozelités

>

)

)

on

Tenant 2 VRF - BD - EPG
ESG bevezetése

Tobb telephely tamogatasa
Multi-Pod

Multi-Site

Remote Leaf

Zero Trust

API

tron

Tovabbi Extrak

~

Service Chaining

» Vmware integracio

~

Kubernetes integracio

~

Mikroszegmentacio

kontron

The Power of loT

MEAHWHIIIL IH'MBI'&

po!

NO, IIIIN"I' TALK Tll IIIM

’

~ W HEISINA IIIFI:EIIENT!'EI'G



NX-OS
VXLAN

» CLI-bél is konfiguralhato

» Fabric: IP cimek + IGP

» Multicast

> BGP/EVPN

> VLAN — VNI 6sszerendelés
» L2 | L3 VLAN-ok

» VTEP-k

> NDFC-bdl template

> YEPG NX-0S 10.4 el6tt nincs...
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VXLAN GPO
NX-OS 10.4

» East — West Flow-k

~

Cél a szegmentacio

PVLAN, ACL nem tul skaldzhatd

~

Klasszifikacié = Secure Group

Contract 2 SGACL

~

~

~

Service Chaining




VXxLAN GPO

2 draft: Data Plane, Control Plane
Mi alapjan osztalyozunk?

IP endpoint, subnet, Next-hop, port, VLAN

Data Plane: VxXLAN header Reserved mez6k

Control Plane: BGP/EVPN extended community

https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/securing-datacenters-with-microsegmentation-and-vxlan-gpo.html
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Outer Outer VXLAN - mn
MAC Header UDP Header [RlEELED Original Layer 2 Frame

i 1 ) 1 1 ) = B
VXLAN Network Identifier (VNI)

1 2 3
012345678 9012345678901 23452%6782901

VXLAN Network Identifier (VNI)

Any, TCP/443

Contract
Security Group Security Group
Web_App Traffic : https DB_Prod
SGT 100 SGT 200

TCP/443, Any



Border Gateway
Single Logical Fabric >> Multi Site

BGW nélkil egy Fabric

BGW-vel 3 szegmens, szabalyozott mikodé
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Nexus Dashboard
3.2>41

» Fizikai vagy virtualis gépeken futd platform
» Alkalmazasok

> NDO, NDI, NDFC
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Unified Nexus Dashboard kontron
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Single Point of Management

Nexus Dashboard
Insights

Single installation image
(.ova or .iso)

Nexus ONE

Powered b
Nexus Dashboard Nexus Dasyhboard

Orchestrator

‘____,.

Nexus Dashboard
Fabric Controller

\ LAN/SAN / Unified Nexus Dashboard - Single Application




Cisco Nexus One Architektura kontron
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Open NEtworking Fabric Experience

ESG#100 SG#200

Interconnect?
VVRF/BD Stretch?

Mobility?
Security?
Management?

Nexus Dashboard 4.1



Multi Site DC kontron
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Policy-Aware to Policy-Aware

Policy Enforcement

Leaf 1 MS VIP1
SGT 100 SGT 100

MS VIP2 Leaf 8
SGT 200 SGT 200

MS VIP1 MS VIF2

BGP ASN BGP ASN
65001 65002
(Policy Aware) (Policy Aware)

Eth1/1 MS VIP2
SGT 100 SGT 100

MS VIP1 Eth1
SGT 200 SGT 200

Contract
VM1 2 L " VM2
SGT-100 SGT-100 y 3 SGT-200




Multi Site DC kontron
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Policy-Unaware to Policy-Aware

@ SGACL Contract

.10 MS VIP1

Leaf8-VTEP

MS VIP2
SGT 15

BGP ASN BGP ASN
65001 65002

(Policy Aware) (Policy Unaware)

\Ethl/ 'I‘ MS VIP2

Eth1/1

MS VIP1
SGT 15

l

SGT-100 Contract
SGT-100 N >




Nexus ONE Evolution

Single Point of Management

APIC bedllitas API-n keresztul
NX-OS VxLAN fabric switch-ek bedllitasa
IPN/ISN eszkozok beallitasa

Common Security Policy
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